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SECURITY 
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DATA 
from the 2016

Most Wired Survey



Top growth areas in security systems
(Percent of hospitals with function enabled)
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Cybersecurity risk initiatives
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Work still to be done among the Most Wired
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Center for Internet Security 

The Center for Internet Security, Inc. (CIS) is a 

501c3 nonprofit organization focused on 

enhancing the cybersecurity readiness and 

response of public and private sector entities.



Why?

Because that’s where the 

money is!

Criminals are 

targeting your 

organization…

Because that’s 

how they can 

get to the 

data…

Why 

data?



What Is The Risk?

Risk =Threat x Vulnerability x Cost



Threats
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Nearly 1 million new 
malware threats released 
every day

34.2% of user computers 
were subjected to at least 
one web attack over the 
year

600,000 Facebook accounts 
are compromised everyday

Some Frightening Figures



The Only IT Field With An 

Adversary

Cyber Criminals Hacktivists Nation States



Human Error

Human error is 
another threat vector

– Poor digital safety 
practices

– Mistakes in 
programming (fat 
finger)

– Other common 
mistakes



Vulnerability



Traditional IT Infrastructure



The Future Is Here



What Is Our 

Preparedness Level?
• 75% of organizations are not prepared to respond to 

cyber attacks

• 55% lack sufficient risk awareness, analysis and 

assessment

• 32% stated that collaboration between business 

functions was poor or non existent, with a direct 

negative impact on resilience

Yet, 91% said being prepared for an attack is 

essential to protecting the organization!
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% of websites owners who fixed a vulnerability after 
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Time-to-Patch



Cost



Some Frightening Figures

• The cost of a data breach has 

gone up 23% since last year

• The cost of each record is $217

• This includes business 

interruption costs such as 

replacing equipment, lack of 

access to services, and the 

impact of forensics team has on 

workflows

• Also includes the compliance 

costs such as notifying victims 

(up to $1 per letter, before the 

stamp!)



Montana Breach Costs

• 1.3 million people notified

• Full forensic analysis done

• $2 million dollar insurance policy utilized for 
direct costs (such as mailing)

• To date, no one has notified them that their 
information was used!



SaudiAramco

• In 2012, malware damaged or destroyed 35,000 
computers

• Every office went offline
• Industrial Control Systems were secure but:

– All payments
– Invoicing
– Contracts
– Communications
– Had to be done by hand!

• Temporarily adjusted the worldwide price of hard 
drives up as they rebuilt their infrastructure!



What Are The Events?



Event Types

• Phishing

• Ransomware

• Lost Devices

• Server Compromise



Phishing



Ransomware



Lost/Stolen Devices

• 3,576 Laptops

• 3,444 tablets or smartphones

• 996 USB devices…

Were left at airports from June 2011 to June 2012

About half were eventually recovered.

The rest were turned over to authorities or donated 
to charity



Server Compromise



Special Compliance Costs

• HIPAA

• PCI

• Insurance costs

• HHS OCR:

– Up to $1.5 Million for repeating a HIPAA violation

– OCR also interprets 

• Loss of community/patient trust



How Do We Confront The Risk?



Understand How to Deal with 
Problems

• Take infected or compromised equipment 
out of service as soon as practical to 
prevent further harm

• Notify users as appropriate based on your 
cyber security policy

• Contact your local law enforcement if you 
suspect a crime has been committed

• Identify the types of information that you 
would want to gather during a cyber 
security incident



Talk To Your IT Team

It’s important to sit down and ask:
– How are we protecting our cyber infrastructure and 

data?

– What is our plan for responding to a cyber security 
incident, and what cyber security policies are in place?

– Introduce them Cyber Hygiene, if they are not already 
familiar…



Count

Know what’s 
connected to and 
running on your 
network

Configure Implement 

key security settings to help 
protect your systems

Patch
Regularly update all apps, 
software, and operating 
systems

Control 
Limit and 
manage 
Admin 
privileges and 
security 
settings

Repeat
Regularize the Top 
Priorities to form a 
solid foundation of 
cybersecurity for 
your organization.
Continue to 
improve!

5 Top Priorities



The CIS Critical Security 

Controls



How Is Cyber Hygiene Like Regular 
Hygiene?

Regular Hygiene:

Should be part of our 

routines

Supported by expert 

research

Intended to keep us 

healthy

Cyber Hygiene:

Should be implemented 

regularly

Informed by expert 

experience

Intended to keep our 

systems healthy



• Have your organization check out each device

• Make a list of all assets

– This list should include:

• Laptops

• Desktops

• Copiers

• Printers

• Scanners

• All equipment that allow information to pass through 
them and may retain it on their hard drives

Count Hardware (Annual Physical)
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If Organizations Were People Too…



• You need to know what is running through your 
“system”

• You need to know what is running through your 
organizations “systems”, both approved and 
unapproved

• What should you see? 
– You have an inventory of approved software and the 

means to identify software on all devices and systems 
(both approved and unapproved)

– Prohibiting/blocking end users from installing 
software is your next step

– List needs to be monitored, updated and protected!

Count Software (Routine Blood Test)



The business 

environment has 

a huge impact on 

the software you 

might find!!!!



Configure (Exercise And Nutrition)

• Security does not just happen, you need to 
build it through secure configurations

• What are industry-accepted secure 
configurations/standards?

– These are recommended standards for securing 
systems

– Includes NIST, CIS Benchmarks, others

– Covers items like password length, encryption, 
and port access



• Why is this critical:
– These configuration standards have been 

thoroughly tested with security in mind.  Most 
software and hardware out of the box is only 
partially securely configured

– You aren’t born fit… you have to work at it!

• What does it look like
– You have a standardized hardened image

– Follow strict configuration management (change 
control board)

Configure (Exercise And Nutrition)



We need all configuration 

changes reviewed by the 

change control board and 

signed off by a senior 

exec

We can make any 

change our users 

need to 

configurations, 

especially if its 

really important for 

them to fulfill their 

business objective

Why Is This Hard?



Patch (Vaccination)

• Like vaccines for polio, measles, and tetanus, 
there are vaccines for your computer against 
known attacks

• Why is this critical:

– Unpatched systems are one of the primary ways 
attackers gain access. A good patching practice 
reduces the risk of exploitation

• It is important to patch all applications and on 
a regular basis



Control Passwords (Wash Your Hands)

• Do you wash your hands regularly (with 
soap)?

• Do you require users to have complex 
password?

• What is a complex password?
– A password that has the following:

• At least 10 characters

• Uppercase, lowercase, numbers and symbols

• No words or proper names

• No personal information



Human Error example– bad passwords! 

tomshardware.com



• Do you advise employees to stay home when they are 
sick?

• Do you limit the number of users with administrative 
privileges?

• Why is this critical:
– When administrative privileges are keys to the kingdom

– If an admin gets “infected” it’s a big problem

• What does it look like:
– No end users  with administrative

– Ideally limiting it to just the Network and/or System 
Administrators (and it is validated!!!!)

Control (Stay Home)



What else can you do?

• CIS can provide alerts and warnings on cyber 
threats and free resources on best practices 
and awareness tools

• The CIS Critical Security Controls and CIS 
Security Benchmarks are both free to 
download

• CIS offers additional services to further 
strengthen cyber posture:

– Consulting

– White papers

– Other resources



Other Great Resources

• US-CERT - www.us-cert.gov/

• Internet Crime Complaint Center www.ic3.gov/

• National Cyber Security Alliance: 
www.staysafeonline.org



Thank You!

Questions???????

Contact Information

ryan.spelman@cisecurity.org

518-880-0699

www.cisecurity.org


