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In this edition of Hacking Healthcare, we begin with a warning about the use of emotion-
detecting technologies and a call for their regulation. Next, we detail how the U.S. National 
Institute of Standards and Technology (“NIST”) is helping further biometric research. Finally, we 
briefly explain India’s proposed data privacy and data protection bill that mixes elements of the 
General Data Protection Regulation (“GDPR”) with a healthy dose of government exemptions. 
Welcome back to Hacking Healthcare. 
 

1. Concern over Emotion-Detecting Technologies Leads to a Call for Regulation. The rush 
to implement artificial intelligence and machine learning (“AI/ML”) into ever more 
products and services has prompted a warning from the AI Now Institute. The New York 
University-based research center is cautioning that new laws are needed to restrict the 
usage of AI/ML-based “emotion detecting” technologies.1 These technologies claim to 
be able to better detect the “true” emotional state of an individual by picking up on 
micro-expressions in an individual’s face, interpreting the tone of an individual’s voice, 
and even analyzing biomechanics such as walking.2 Such technologies are beginning to 
find their way into organizations looking to alter their hiring processes or test individuals 
for deception. The AI Now Institute warns that the underlying science behind the 
technology isn’t as clear cut as marketing often makes it out to be. 

According to AI Now Institute co-founder Dr. Kate Crawford, the technology is not based 
on completely settled science, and there are many studies that dispute the evidence of 
a “consistent relationship between the emotion that you are feeling and the way that 
your face looks.”3 According to Dr. Crawford, it appears that many of these 
technologies, which fall under the formal name of “affect recognition,” are based on 
information gleaned from psychological studies in the 1960s.4 One of these studies in 
particular suggested that there were only six basic emotions that could be expressed via 
facial features.5  Subsequent studies have shown there is far more variability in the 
number of emotional states and the expression of those states through individuals than 
was previously identified.  

2. NIST Releases New Biometric Data for Public Use.  Last week, NIST released biometric 
research data that includes facial photographs, fingerprints, and iris scans. The data has 
been released for research purposes and all the data has been anonymized, to the 
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extent that biometrics can be, and each individual consented to their data’s inclusion 
and use.6 NIST hopes that this data will help fill the lack of quality publicly available 
biometric data and allow researchers to test the performance of access control identity 
verification systems.  
 
For those that aren’t familiar, NIST is a research and development agency within the 
United States Department of Commerce. Although part of the U.S. government, NIST 
has a long-standing international reputation as an impartial and scientifically grounded 
organization that focuses on developing and publishing a wide range of standards. While 
many in the cybersecurity industry will know them for their work on the Cybersecurity 
Framework, the release of this biometric information is well within their broader 
mission. 

NIST has separated this data into three databases on their website, SD 300, SD 301, and 
SD 302. SD 300 contains roughly 900 fingerprints, SD 301 is a “multimodel” data set 
containing various biometric identifiers that are linked, and SD 302 contains fingerprint 
data gathered by several different processes.7 NIST has plans to slowly expand this initial 
set of biometric databases.8  

3. India’s New Data Privacy Legislation. After over a year of deliberations, India’s 
parliament introduced legislation that would create the first major data privacy and data 
protection law in the country.9 The bill includes elements of Europe’s GDPR and also 
incorporates measures that give the government broad powers.10 While the bill has 
support from some privacy advocates, many more are concerned about the exemptions 
that the government can take advantage of as well as how easily they can be invoked, 
and much of the industry is concerned that this bill adds to the growing balkanization of 
the Internet.11  

The bill would create sweeping changes to how companies can use and store an 
individual’s data. This would include the requirement that companies seek permission to 
use an individual’s data, and that any individual can ask for their data to be deleted. In 
theory, the enhanced privacy protections for individuals would apply to India’s 
government as well as private entities, but in practice the government is able to exempt 
itself in cases where it claims that national security or public order necessitates an 
exemption.12 This likely means that controversial programs like the Aadhar national ID 
system, India’s national digital biometric identity program, will remain unaffected even 
if the bill passes. The bill would also create a data protection agency that would “write 
specific rules, monitor how corporations are applying them and settle disputes.”13 
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Congress –  
 

Tuesday, December 17th:  
- No relevant hearings 
 

Wednesday, December 18th: 
-  No relevant hearings 

Thursday, December 19th:  
- No relevant hearings 

International Hearings/Meetings –  
EU –  
-No relevant hearings  
 
Conferences, Webinars, and Summits –  
--H-ISAC Security Workshop – London, UK (2/5/2020) 
https://h-isac.org/hisacevents/h-isac-security-workshop-2/ 
--Healthcare Cybersecurity Forum - Southern California – San Diego, CA (2/5/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/Southern_California 
--Global Cyber Security in Healthcare & Pharma Summit - London, UK (2/6/2020) 
http://www.global-engage.com/event/cybsec-health-summit/ 
--H-ISAC Analysts Security Workshop - Titusville, FL (3/4/2020) 
https://h-isac.org/summits/apac-summit-2020/ 
-- 2020 APAC Summit – Singapore (3/31/2020-4/2/2020) 
https://h-isac.org/hisacevents/h-isac-analysts-security-workshop-titusville-fl/ 
--H-ISAC Security Workshop - Cambridge, MA (4/7/2020) 
https://h-isac.org/hisacevents/h-isac-security-workshop-cambridge-ma/ 
--H-ISAC Security Workshop - Atlanta, GA (4/14/2020) 
https://h-isac.org/hisacevents/h-isac-security-workshop-atlanta/ 
--Healthcare Cybersecurity Forum - Mid-Atlantic – Philadelphia, PA (4/20/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/426497 
--H-ISAC Security Workshop - Frederick, MD (6/9/2020) 
https://h-isac.org/hisacevents/h-isac-security-workshop-frederick-md/ 
Healthcare Cybersecurity Forum - Rocky Mountain – Denver, CO (7/20/2019) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/426499 
Healthcare Cybersecurity Forum – Southeast – Nashville, TN (9/9/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/426517 
Healthcare Cybersecurity Forum – Northeast – Boston, MA (9/22/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/427126 
 
Sundries –  
--Pensacola confirms ransomware attack but provides few details 
https://arstechnica.com/information-technology/2019/12/pensacola-confirms-ransomware-attack-but-
provides-few-details/ 
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--Why Ring Doorbells Perfectly Exemplify the IoT Security Crisis 
https://www.wired.com/story/ring-hacks-exemplify-iot-security-crisis/ 
--Microsoft Warns of GALLIUM Threat Group Attacking Global Telcos 
https://www.bleepingcomputer.com/news/security/microsoft-warns-of-gallium-threat-group-attacking-
global-telcos/ 
--China's AI Unicorns Can Spot Faces. Now They Need New Tricks 
https://www.wired.com/story/chinas-ai-unicorns-spot-faces-new-tricks/ 

 
 
 

Contact us: follow @HealthISAC, and email at contact@h-isac.org 

1 https://ainowinstitute.org/AI_Now_2019_Report.pdf 
2 https://www.bbc.com/news/technology-50761116 
3 https://www.bbc.com/news/technology-50761116 
4 https://www.bbc.com/news/technology-50761116 
5 https://www.bbc.com/news/technology-50761116 
6 https://www.nist.gov/news-events/news/2019/12/nist-releases-data-help-measure-accuracy-
biometric-identification 
7 https://www.nist.gov/news-events/news/2019/12/nist-releases-data-help-measure-accuracy-
biometric-identification 
8 https://www.biometricupdate.com/201912/new-datasets-for-biometric-research-on-
multimodal-and-interoperable-performance-launched-by-nist 
9 https://www.nytimes.com/2019/12/10/technology/on-data-privacy-india-charts-its-own-
path.html?login=email&auth=login-email 
10 https://www.ft.com/content/df6fd8d4-1bf1-11ea-9186-7348c2f183af 
11 https://www.nytimes.com/2019/12/10/technology/on-data-privacy-india-charts-its-own-
path.html?login=email&auth=login-email 
12 https://www.nytimes.com/2019/12/10/technology/on-data-privacy-india-charts-its-own-
path.html?login=email&auth=login-email 
13 https://www.nytimes.com/2019/12/10/technology/on-data-privacy-india-charts-its-own-
path.html?login=email&auth=login-email 

 


