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In this edition of Hacking Healthcare, we begin by examining a milestone in the integration of 
Artificial Intelligence/Machine Learning (AI/ML) into drug treatment development. Next, we 
brief you on new developments in Huawei’s ongoing saga to avoid a European ban and what it 
may mean for EU-US relations. Lastly, in continuing our coverage of the cyber insurance 
market, we look at what a new decision in favor of an email fraud victim might mean for the 
still evolving market. 

Welcome back to Hacking Healthcare. 
 

1. AI Takes Prominent Role in Drug Development. The implementation of AI/ML 
technologies into healthcare has primarily focused on streamlining business processes, 
analyzing information streams and data sets, and algorithmically detecting anomalies 
that would otherwise go overlooked. One AI/ML use case that holds significant promise 
though likely to draw heavy scrutiny, will be the deployment of AI/ML to aide in the 
development of treatments and medicines. Last week, this particular use case took a 
significant step forward when it was announced that a drug molecule “created by using 
algorithms” will begin human trials for the first time ever.1  

Created by the British company Exscientia and Japanese company Sumitomo Dainippon 
Pharma, the drug is especially notable for its rapid development time. By incorporating 
AI/ML into the process, the developers managed to make it to human trials in 12 
months whereas the various stages of drug development have previously taken upwards 
of 10 years before becoming available.2, 3 Exscienta’s Chief Executive Professor Andrew 
Hopkins believes that the successful development of this drug molecule could lead to a 
revolution in how all drugs are developed. He goes as far to say that “This year was the 
first to have an AI-designed drug but by the end of the decade all new drugs could 
potentially be created by AI.”4 

2. Europe and the UK Diverge with the US on Huawei. The United States has spent 
considerable resources over the past many months to pressure its European allies to 
reject the incorporation of Chinese technology company Huawei into their national 
telecommunications infrastructure. Despite the longstanding skepticism of Huawei’s 
stated independence from the Chinese Communist Party, and notable engineering 



February 4th, 2020 

 

defects in their products, the EU and newly separated UK have both defied American 
pressure and will allow limited integration.5  Depending on what happens next, there 
could be significant repercussions from such actions. 

The EU, which can only make recommendations to its member states, did end up 
cautioning that steps should be taken to secure critical parts of their networks, and that 
“high-risk” entities like Huawei should be limited in their overall integration. 
Nevertheless, the decision will ultimately be up to individual member states to form 
their own policies. While some of these states, such as the Czech Republic and Poland, 
have already marked Huawei as a security threat, other states that have the most to 
gain from Chinese investment may be tempted to ignore such advice.6  

3. AIG Forced to Cover Cyber Related Losses. In our continuing coverage of the cyber 
insurance market, a ruling last Wednesday in the Southern District of New York stated 
that AIG wrongfully denied a claim by SS&C Technologies over a loss stemming from an 
email scam. Cyber-related insurance disputes continue to make headlines as the market 
tries to find equilibrium in a dynamic field that lacks sufficient actuarial data to help 
inform its policies. 

The claim comes from 2016, when suspected Chinese fraudsters managed to pull off a 
business email compromise scam (BEC) against the fintech company SS&C. The 
fraudsters spoofed emails from an SS&C client that requested funds be transferred to 
accounts under their control and ended up costing the company $5.9 million. SS&C’s 
request to have that $5.9 million covered by AIG was denied on the grounds that they 
were not “covered in the case of a loss of a client’s funds.”7 However, the judge 
determined that SS&C was covered because the employees who were duped believed 
they were transferring the funds appropriately at the request of their client.8 

 

Congress –  
Tuesday, February 4th:  
- No relevant hearings  
 

Wednesday, February 5th: 
- Senate Committee on Finance: Hearings to examine the nomination of Sarah C. Arbes, of 
Virginia, to be an Assistant Secretary of Health and Human Services 

- House Committee on Appropriations: Oversight Hearing on DOE’s Role in Advancing 
Biomedical Sciences 

- Committee on Energy and Commerce - Subcommittee on Oversight and Investigations: 
Hearing: Vaping in America: E-Cigarette Manufacturers’ Impact on Public Health 

- Committee on Foreign Affairs - Subcommittee on Asia, the Pacific and Nonproliferation: 
Hearing: The Wuhan Coronavirus: Assessing the Outbreak, the Response, and Regional 
Implications 
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Thursday, February 6th:  
- No relevant hearings 

International Hearings/Meetings –  
EU –  
-No relevant hearings  
 

Conferences, Webinars, and Summits –  
--H-ISAC Security Workshop – London, UK (2/5/2020) 
https://h-isac.org/hisacevents/h-isac-security-workshop-2/ 
--Healthcare Cybersecurity Forum - Southern California – San Diego, CA (2/5/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/Southern_California 
--Global Cyber Security in Healthcare & Pharma Summit - London, UK (2/6/2020) 
http://www.global-engage.com/event/cybsec-health-summit/ 
--The Evolution of Authentication by HYPR – Webinar (2/13/2020) 
https://h-isac.org/hisacevents/evolution-of-authentication-hypr/ 
--H-ISAC Member Meet-Up at RSA Conference – San Francisco, CA (2/25/2020) 
https://h-isac.org/hisacevents/h-isac-member-meet-up-at-rsa-conference-2/ 
--H-ISAC Analysts Security Workshop - Titusville, FL (3/4/2020) 
https://h-isac.org/hisacevents/h-isac-analysts-security-workshop-titusville-fl/ 
--H-ISAC Member Meet-Up at HIMSS Global Conference – Location TBA (3/11/2020) 
https://h-isac.org/hisacevents/h-isac-member-meet-up-at-himss/ 
--H-ISAC Security Workshop - Chennai, India (3/27/2020) 
https://h-isac.org/hisacevents/h-isac-security-workshop-india/ 
--H-ISAC Monthly Member Threat Briefing – Webinar (3/31/2020) 
https://h-isac.org/hisacevents/h-isac-monthly-member-threat-briefing-6/ 
--2020 APAC Summit – Singapore (3/31/2020-4/2/2020) 
https://h-isac.org/summits/apac-summit-2020/ 
--H-ISAC Security Workshop - Cambridge, MA (4/7/2020) 
https://h-isac.org/hisacevents/h-isac-security-workshop-cambridge-ma/ 
--H-ISAC Security Workshop - Atlanta, GA (4/14/2020) 
https://h-isac.org/hisacevents/h-isac-security-workshop-atlanta/ 
--Healthcare Cybersecurity Forum - Mid-Atlantic – Philadelphia, PA (4/20/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/426497 
--H-ISAC Security Workshop - Frederick, MD (6/9/2020) 
https://h-isac.org/hisacevents/h-isac-security-workshop-frederick-md/ 
--AAMI Exchange – New Orleans, LA (6/12/2020-6/15/2020) 
https://h-isac.org/hisacevents/aami-exchange/ 
--Healthcare Cybersecurity Forum - Rocky Mountain – Denver, CO (7/20/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/426499 
--Healthcare Cybersecurity Forum – Southeast – Nashville, TN (9/9/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/426517 
--Healthcare Cybersecurity Forum – Northeast – Boston, MA (9/22/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/427126 
--Summit on Security & Third Party Risk – National Harbor, MD (9/28/2020-9/30/2020) 
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https://h-isac.org/hisacevents/summit-on-security-third-party-risk/ 
--Healthcare Cybersecurity Forum – Texas – Houston, TX (10/8/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/428840 
--Healthcare Cybersecurity Forum - Pacific Northwest – Seattle, WA (10/28/2020) 
https://endeavor.swoogo.com/2020_healthcare_innovation_cybersecurity_forums/428886 
--Healthcare Cybersecurity Forum – California – Los Angeles, CA (11/12/2020) 
https://h-isac.org/hisacevents/healthcare-cybersecurity-forum-california-2/ 
 
Sundries –  
--Why direct-memory attacks on laptops just won't go away 
https://www.cyberscoop.com/direct-memory-access-attacks-laptop-eclypsium/ 
--Microsoft launches major $40M AI for Health initiative 
https://www.healthcareitnews.com/news/microsoft-launches-major-40m-ai-health-initiative 
--AI in Health and Care Award launches in the UK 
https://www.healthcareitnews.com/news/europe/ai-health-and-care-award-launches-uk 
--Maryland bill would outlaw ransomware, keep researchers from reporting bugs 
https://arstechnica.com/information-technology/2020/01/good-news-maryland-bill-would-make-
ransomware-a-crime/ 
 

 
Contact us: follow @HealthISAC, and email at contact@h-isac.org 

1 https://www.bbc.com/news/technology-51315462 
2 https://www.bbc.com/news/uk-scotland-scotland-business-47667125 
3 https://www.bbc.com/news/technology-51315462 
4 https://www.bbc.com/news/technology-51315462 
5 https://www.wired.com/story/huawei-threat-isnt-backdoors-its-bugs/ 
6 https://www.nytimes.com/2019/02/12/world/europe/czech-republic-huawei.html 
7 https://www.cyberscoop.com/aig-cyber-insurance-ssc-technologies/ 
8 https://www.cyberscoop.com/aig-cyber-insurance-ssc-technologies/ 

 


