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Introduction

* The COVID-19 pandemic has necessitated an
increase in information collection and sharing among
providers, patients, hospitals, vendors and other
organizations. In turn, that has heralded an uptick in
"malicious cyber campaigns" that attack healthcare
facilities, according to U.S. and U.K. law enforcement
agencies.

» Security Assessments in Care Settings are intended
to protect and secure health information (electronic
protected health information or ePHI), from a wide
range of threats, whether in emergency situations or
during a system failure that constitutes a risk
compromising the confidentiality, integrity, and
availability of ePHI.

« During an IT audit, expert auditors evaluate your
internal and external network to find out where
attackers could gain access. When auditing the IT Intelligere
systems of a healthcare organization, auditors will
also ensure that all data is being stored, and internal
governance follows compliance needs associated
with HIPAA, as well as any other standards that are
applicable in your situation.



https://intelligeresolutions.com/what-medical-interpreters-need-to-know-about-hipaa/

Information Security Assessment

» Security Risk Assessment in Care Settings are
intended to protect and secure health information
(electronic protected health information or ePHI)
from a wide range of threats, whether in emergency
situations or during a system failure that constitutes —

a risk compromising the confidentiality, integrity, . :

and availability of ePHI.
Networks Systems

» They include checks for vulnerabilities in your IT
systems and business processes, as well as
recommending steps to lower the risk of future
attacks.

Dperatid ns

» Security assessments are also useful for keeping
your systems and policies up to date

ANX
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http://anxebiz.anx.com/content/solutions/compliance-and-risk-management/security-index-assessment

The Importance of Information Security Assessments

* Cloud Storage: While most major cloud providers follow
standard security procedures, you still need to remain
vigilant. Gartner research predicts that over the next four
years, at least 95 percent of cloud security failures will be
the fault of the user, not the provider. Adopting cloud
visibility and control tools, such as dashboards for
monitoring cloud usage, will reduce occurrences of security
failures by a third.

* Compliance: HIPAA, FISMA, GDPR, PCI DSS -Regular
internal security assessments will help to ensure you pass
the third-party audits that are necessary for compliance
certifications.

* Threat Surface Increase. Security assessments are
necessary because of |oT (internet of
things), virtualization, consumerization, Bring Your Own
Device (BYOD), big data, and the mobile revolution.

» Security Breach Detection. Periodic Security ,
assessments help organizations identify breaches more Hitachi
quickly. The faster you identify and contain a data breach, -
the lower your costs will be.
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https://www.hitachi-systems-security.com/blog/5-key-reasons-to-do-a-cybersecurity-posture-assessment/

Security Assessment Steps

» Create a core assessment team. This core team
will lead the assessment, prepare the report, and
suggest recommendations.

* Review existing security policies. security policy
should cover your security strategies, data backup
plans, password management policies, security
update/patch timelines, and other related details.

 Create a database of IT assets. Prepare a
comprehensive list of all software and hardware
assets that your company owns. This includes the
networks, servers, desktops, laptops, software
applications, websites, POS devices, the personal
devices that your employees use to check emails,
external drives, etc.

Threat Sketch



https://threatsketch.com/3-types-cyber-security-assessments/

Security Assessment Steps cont...

» Understand threats and vulnerabilities. Prepare a
list of all potential threats that your business could
face based on past experiencés, experiences of
your peers, news reports, etc. Identify gaps in your
System that these threats could potentially exploit.

» Estimate the impact. Categorize the impact of a
cyberattack threat vectors as “high, “medium,” or
“low” based on its severity and estimated cost.

* Determine the likelihood. Categorize the likelihood
that each potential risk would happen as “hlgfh ”
“medium,” or “low.” The risk level increases if the
likelihood is high.

* Plan the controls. List the existing control systems
m_PIace and outline further actions that can help
mitigate the identified risks. These controls can
include a change in policies or procedures,
application procurement, training content and
configurations, or implementation of new
applications and/or hardware.

Threat Sketch
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https://threatsketch.com/3-types-cyber-security-assessments/

Security Testing

Security testing helps you evaluate and test the
security strength of your hardware, software,
networks, and other IT systems.

» Cyberattack simulation tests: Authorized
simulation attacks on your computer system
help identify the weaknesses as well as the
strengths of your existing system.

« Security scanning: Use security software to
run a complete scan of applications, networks,
and devices at least once a month to identify
threats and risks. Most security software
provides real-time and automatic scanning
features.
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https://www.getapp.com/security-software/
https://laptop.ninja/how-often-should-you-scan-your-system-for-malware-and-viruses/
https://www.govloop.com/community/blog/5-free-network-security-vulnerability-scanners/

Security Testing cont...

Vulnerability scanning: It is often difficult to
spot gaps or vulnerabilities in a system that
you created or that you have been using for a
long time. A vulnerability assessment is a set
of processes that help you identify
vulnerabilities and rate them based on the
severity of issue they can potentially cause.
Some ways you can identify vulnerabilities
include:

Patch Systems

: : @
« Use an Active Directory management

tool to identify users with weak domain E
passwords. 81% of security breaches

leveraged stolen or weak passwords D—
in 2017.

Ensure supplier compliance: While you must
ensure security compliance within your
organization, you should also verify the
credentials of your vendors and other business
partners. Routinely check with your suppliers
and business partners through surveys and
guestionnaires to ensure that they are
compliant with all industry regulations.

<& HHS CYBERSECURITY PROGRAM

Identify weaknesses & vulnerabilities

PurpleSec
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https://purplesec.us/how-often-perform-vulnerability-scan/

Business Associate Agreement

The Business Associate Agreement

* The agreement between a Covered Entity (CE) and a
Business Associate (BA) governs the BA's creation,
use, maintenance and disclosure of PHI. And it must
comply with HIPAA Security, help a CE satisfy privacy

Business Associate Agreement (BAA)

: : Protected Health Information (PHI) includes any patient name, mailing address,
rUIeS and treat su bcontraCto s as B usIness ASSOCIateS . e-mail address, phone number, SS#, and any cyti'ner information that could be used fo
identify a patient.
H H H H 5] Patient feoounts Yisie oft fo General Journal
What are Business Associates directly liable for~ RN g Detil | Receivable | Dowthd | o e

Use summaries only. If detail
needed, ask client to delete Delete identifiers or replace with
identifiers or replace with patient | patient account numbers.

account numbers.

° Fal I ure to pr0V|de breaCh nOtlflcatlon to the C E *  Only sign a BAA IF access to PHI is required to complete the engagement. Don't sign as
“insurance” for client in case they inadvertently provide you with PHI. The BAA shifts
liability for protecting patient privacy to you. Unless you explicitly agree to access PHI for
a specific purpose, the liability should reside with the client.

» Impermissible uses and disclosures

» Failure to provide access to a copy of the ePHI to either

. .. . .. . s [fyou’ t 100% certai lectroni l ly with the HIPAA S ity Rule,
the CE, the individual, or the individual's designee s e T e

NOT convert them to electronic format.

. .. o If determine that electroni to PHIi fo t,
« Failure to follow minimum necessary standards when remember that ANY clouc based softwar ordata storage povide thatyou wiluse o

process, transmit or store the e-PHI will also need to sign a BAA.

using or disclosing

» Failure to provide an accounting of disclosures
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https://blog.aicpa.org/2014/09/should-you-sign-a-business-associate-agreement-under-hipaa.html#sthash.U6SfrQP4.dpbs

Penetration Testing

» Penetration tests are a vulnerability testing
approach in which analysts identify potential
weaknesses and attempt to exploit vulnerabilities.

» Specifically, penetration testers will first run
automated scans and then manually test your
website, patient portal, or other Internet-facing
networks and applications to see if there is a way H
into your patient data using common hacker tools. Penetratlon
If found, the testers report these vulnerabilities to H
you with recommendations on how to better defend TeStlng

the systems. _@_

* Rules of Engagement Prior to the commencement &
of any testing, it is important to document and . @t
agree upon the conditions in which testing is to be {o)
performed and the degree of exploitation, if any,
that is permitted.

Xenostack

» This authorizes the tester to test the environment
and ensure the organization understands what to
expect from the penetration test.



https://www.xenonstack.com/insights/what-is-penetration-testing/

Penetration Testing cont...

* Aninternal penetration test is when penetration
testers test systems (without PHI access) within your
organizational network (i.e., perspective of someone
inside your network).

* An external penetration test is when penetration
testers test from a perspective of an open public
network (Internet) outside of your organizational
network (i.e., perspective of a hacker over the
Internet).

» First, establish what your organization considers a
major change. What might be a major change to a
smaller organization is only a minor change in a large
environment. For any organization size, if you bring in
new hardware or start accepting patient data in a
different way, that constitutes a major change.

BreachLock
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https://www.breachlock.com/network-penetration-testing-fundamentals/

IT Auditing

* An audit can identify gaps and expose issues with the
controls in your current security systems, allowing you
to address them before a cybercriminal takes
advantage of the weaknesses in your systems.

* During an IT audit, expert auditors evaluate your
internal and external network to find out where
attackers could gain access.

* When auditing the IT systems of a healthcare
organization, auditors will also ensure that all data is
being stored and internal governance follows
compliance needs associated with HIPAA, as well as
any other standards that are applicable in the
organization’s situation.

The AME Group



https://www.integrityky.com/schedule-a-security-audit-for-2018/

Security Assessment, Testing and Audit post Covid-19

» Penalties will not be imposed for noncompliance
with HIPAA regulations against providers leveraging
telehealth platforms that may not comply with the
privacy rule during the COVID-19 pandemic will not
have penalties imposed.

» Healthcare providers will be able to use any popular
applications that allow for video chats, which
includes Apple FaceTime, Facebook Messenger
video chat, Google Hangouts video, or Skype, to
provide telehealth services without risk that OCR
will impose a penalty for HIPAA noncompliance.

« HHS Recommendation: HHS Analyst recommend
that when Pandemic normalizes Healthcare
providers conduct a thorough Security Assessment
to identify mitigate the new threat vectors and
vulnerabilities introduced.

Help Net Security



https://www.helpnetsecurity.com/2020/03/18/healthcare-cybersecurity-coronavirus/
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Questions

Upcoming Briefs
* Maze Ransomware
* Recent Advertisements of Medical Databases on Cybercriminal Forums

Product Evaluations

Recipients of this and other Healthcare Sector Cybersecurity Coordination Center (HC3) Threat Intelligence products
are highly encouraged to provide feedback to HC3@HHS.GOV.

Requests for Information

Need information on a specific cybersecurity topic? Send your request for information (RFI) to HC3@HHS.GOV or call
us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.
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HC3 works with private and public sector
partners to improve cybersecurity throughout
the Healthcare and Public Health (HPH) Sector

Products \

Sector & Victim Notifications White Papers Threat Briefings & Webinar

Directed communications to victims or Document that provides in-depth information Briefing document and presentation that
potential victims of compromises, vulnerable on a cybersecurity topic to increase provides actionable information on health
equipment or PII/PHI theft and general comprehensive situational awareness and sector cybersecurity threats and mitigations.
notifications to the HPH about currently provide risk recommendations to a wide Analysts present current cybersecurity topics,
impacting threats via the HHS OIG audience.

engage in discussions with participants on
current threats, and highlight best practices
and mitigation tactics.

Need information on a specific cybersecurity topic or want to join our listserv? Send your request for
information (RFI) to HC3@HHS.GOV or call us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.
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Contact

o o

Health Sector Cybersecurity (202) 691-2110 HC3@HHS.GOV
Coordination Center (HC3)




	�����Healthcare Information Security Assessment and Auditing
	Agenda
	Introduction
	Information Security Assessment
	The Importance of Information Security Assessments
	Security Assessment Steps
	Security Assessment Steps cont…
	Security Testing
	Security Testing cont…
	Business Associate Agreement
	Penetration Testing
	Penetration Testing cont…
	IT Auditing
	Security Assessment, Testing and Audit post Covid-19 
	Slide Number 15
	References
	References
	References
	References
	Slide Number 20
	Questions
	About Us
	Slide Number 23

