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HC3 Threat Briefing — China's 14th Five Year Plan
and the HPH Sector

é ;i\ ‘m\
e

&5 H-ISAC

HEALTH - ISAC

(1) TLPWHITE May 06, 2021

Please see the attached weekly threat brief from the HHS Health Sector
Cybersecurity Coordination Center (HC3). This week's briefing is on China's
14th Five Year Plan and the HPH Sector and covers the following topics:

What Are China’s Five-Year Plans (FYPs)?

How Previous FYPs Guided China’s Cyber Targeting

History of Chinese Targeting of HPH Intellectual Property

How the Current 14th FYP Relates to the HPH Sector

Chinese Biological and Genomic Efforts

Chinese APTs That Previously Targeted the HPH Sector

Not Just Cyber: The Chinese Insider Threat

Chinese Government-Connected Universities and Research Intuitions



Report Source(s) HC3

Release Date
May 06, 2021

Alert ID 801084fa

View Alert

Tags HC3

TLP:WHITE Subject to standard copyright rules, TLP:-WHITE
information may be distributed without restriction.

HC3 Threat Briefing Briefing document and presentation that
provides actionable information on health sector cybersecurity threats
and mitigations. Analysts present current cybersecurity topics,
engage in discussions with participants on current threats, and
highlight best practices and mitigation tactics.

For Questions or Comments Please email us at toc@h-isac.org
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Download Health-ISAC’s Information Sharing App.

For more update and alerts, visit: https://health-isac.cyware.com

If you are not supposed to receive this email,

please contact us at toc@h-isac.orqg.
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