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Alert Number 

CP-000147-MW 

WE NEED YOUR 
HELP! 

If you find any of 
these indicators on 
your networks, or 

have related 
information, please 

contact  
FBI CYWATCH 
immediately. 

Email:  
cywatch@fbi.gov 

Phone: 
1-855-292-3937  

 
*Note: By reporting any related 

information to FBI CyWatch, 
you are assisting in sharing 

information that allows the FBI 
to track malicious actors and 

coordinate with private industry 
and the United States 

Government to prevent future 
intrusions and attacks. 

 

The following information is being provided by the FBI, with no 
guarantees or warranties, for potential use at the sole discretion of 
recipients in order to protect against cyber threats. This data is 
provided to help cyber security professionals and system 
administrators guard against the persistent malicious actions of cyber 
actors. 
 
This FLASH has been released  TLP:WHITE 
 

Conti Ransomware Attacks Impact Healthcare 

and First Responder Networks 

Summary 

The FBI identified at least 16 Conti ransomware attacks targeting US 
healthcare and first responder networks, including law enforcement 
agencies, emergency medical services, 9-1-1 dispatch centers, and 
municipalities within the last year. These healthcare and first 
responder networks are among the more than 400 organizations 
worldwide victimized by Conti, over 290 of which are located in the 
U.S. Like most ransomware variants, Conti typically steals victims’ files 
and encrypts the servers and workstations in an effort to force a 
ransom payment from the victim. The ransom letter instructs victims 
to contact the actors through an online portal to complete the 
transaction. If the ransom is not paid, the stolen data is sold or 
published to a public site controlled by the Conti actors. Ransom 
amounts vary widely and we assess are tailored to the victim. Recent 
ransom demands have been as high as $25 million.  
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Cyber attacks targeting networks used by emergency services personnel can delay access to real-

time digital information, increasing safety risks to first responders and could endanger the public 

who rely on calls for service to not be delayed. Loss of access to law enforcement networks may 

impede investigative capabilities and create prosecution challenges. Targeting healthcare networks 

can delay access to vital information, potentially affecting care and treatment of patients including 

cancellation of procedures, rerouting to unaffected facilities, and compromise of Protected Health 

Information. 

 
Technical Details 
Conti actors gain unauthorized access to victim networks through weaponized malicious email links, 
attachments, or stolen Remote Desktop Protocol (RDP) credentials. Conti weaponizes Word 
documents with embedded Powershell scripts, initially staging Cobalt Strike via the Word documents 
and then dropping Emotet onto the network, giving the actor access to deploy ransomware. Actors 
are observed inside the victim network between four days and three weeks on average before 
deploying Conti ransomware, primarily using dynamic-link libraries (DLLs) for delivery. The actors 
first use tools already available on the network, and then add tools as needed, such as Windows 
Sysinternals1 and Mimikatz to escalate privileges and move laterally through the network before 
exfiltrating and encrypting data2. In some cases where additional resources are needed, the actors 
also use Trickbot3. Once Conti actors deploy the ransomware, they may stay in the network and 
beacon out using Anchor DNS. 
 
If the victim does not respond to the ransom demands two to eight days after the ransomware 
deployment, Conti actors often call the victim using single-use Voice Over Internet Protocol (VOIP) 
numbers. The actors may also communicate with the victim using ProtonMail, and in some instances 
victims have negotiated a reduced ransom.  
 
 
 
 

                                                           
1 (U) Windows Sysinternals offers technical resources and utilities to manage, diagnose, troubleshoot, and monitor a Microsoft 

Windows environment. 
2 (U) Mimikatz is an open-source application that allows users to view and save authentication credentials. 
3 (U) TrickBot is an advanced Trojan that malicious actors spread primarily by spearphishing campaigns using tailored emails that 

contain malicious attachments or links, which if enabled execute malware. The attackers can use TrickBot to also drop other malware, 

including Conti ransomware. 
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Indicators 
Conti actors use remote access tools, which most often beacon to domestic and international virtual 
private server (VPS) infrastructure over ports 80, 443, 8080, and 8443. Additionally, actors may use 
port 53 for persistence. Large HTTPS transfers go to cloud-based data storage providers MegaNZ and 
pCloud servers. Other indicators of Conti activity include the appearance of new accounts and 
tools—particularly Sysinternals—which were not installed by the organization, as well as disabled 
endpoint detection and constant HTTP and domain name system (DNS) beacons, and disabled 
endpoint detection. 
 
Information Requested 
The FBI is seeking any information that can be shared, to include boundary logs showing 
communication to and from foreign IP addresses, Bitcoin wallet information, the decryptor file, 
and/or a benign sample of an encrypted file. 
 
The FBI does not encourage paying ransoms. Payment does not guarantee files will be recovered. It 
may also embolden adversaries to target additional organizations, encourage other criminal actors 
to engage in the distribution of ransomware, and/or fund illicit activities. However, the FBI 
understands that when victims are faced with an inability to function, all options are evaluated to 
protect shareholders, employees and customers. Regardless of whether you or your organization 
have decided to pay the ransom, the FBI urges you to promptly report ransomware incidents to your 
local field office or the FBI’s 24/7 Cyber Watch (CyWatch). Doing so provides the FBI with critical 
information needed to prevent future attacks by identifying and tracking ransomware attackers and 
holding them accountable under U.S. law. 
 
Recommended Mitigations 

 Regularly back up data, air gap, and password protect backup copies offline. Ensure copies of 
critical data are not accessible for modification or deletion from the system where the data 
resides. 

 Implement network segmentation. 

 Implement a recovery plan to maintain and retain multiple copies of sensitive or proprietary 
data and servers in a physically separate, segmented, secure location (i.e., hard drive, storage 
device, the cloud). 

 Install updates/patch operating systems, software, and firmware as soon as they are 
released. 

 Use multifactor authentication where possible. 
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 Use strong passwords and regularly change passwords to network systems and accounts, 
implementing the shortest acceptable timeframe for password changes. Avoid reusing 
passwords for multiple accounts. 

 Disable unused remote access/RDP ports and monitor remote access/RDP logs. 

 Require administrator credentials to install software. 

 Audit user accounts with administrative privileges and configure access controls with least 
privilege in mind. 

 Install and regularly update anti-virus and anti-malware software on all hosts. 

 Only use secure networks and avoid using public Wi-Fi networks. Consider installing and using 
a VPN. 

 Consider adding an email banner to messages coming from outside your organizations. 

 Disable hyperlinks in received emails. 

 Focus on cyber security awareness and training. Regularly provide users with training on 
information security principles and techniques as well as overall emerging cybersecurity risks 
and vulnerabilities (i.e., ransomware and phishing scams). 
 

Reporting Notice 
The FBI encourages recipients of this document to report information concerning suspicious or 
criminal activity to their local FBI field office or the FBI’s 24/7 Cyber Watch (CyWatch).  Field office 
contacts can be identified at www.fbi.gov/contact-us/field-offices.  CyWatch can be contacted by 
phone at (855) 292-3937 or by e-mail at CyWatch@ic.fbi.gov.  When available, each report 
submitted should include the date, time, location, type of activity, number of people, and type of 
equipment used for the activity, the name of the submitting company or organization, and a 
designated point of contact.  Press inquiries should be directed to the FBI’s National Press Office at 
npo@ic.fbi.gov or (202) 324-3691. 
 
Administrative Note 
This product is marked TLP:WHITE. Subject to standard copyright rules, TLP:WHITE information may 
be distributed without restriction. For comments or questions related to the content or 
dissemination of this product, contact CyWatch. 
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Your Feedback on the Value of this Product Is Critical 

Was this product of value to your organization?  Was the content clear and concise?  

Your comments are very important to us and can be submitted anonymously.  Please 

take a moment to complete the survey at the link below.  Feedback should be specific to 

your experience with our written products to enable the FBI to make quick and 

continuous improvements to such products.  Feedback may be submitted online here:  

https://www.ic3.gov/PIFSurvey 

Please note that this survey is for feedback on content and value only. Reporting of 

technical information regarding FLASH reports must be submitted through FBI CYWATCH. 

https://www.ic3.gov/PIFSurvey

