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On June 29, 2021, HC3:Sector Alert Report: 202106291300 was released
regarding Picture Archiving Communication Systems (PACS); which are widely
used by hospitals, research institutions, clinics and small healthcare practices for
sharing patient data and medical images. In 2019, researchers disclosed a
vulnerability in these systems that demonstrated potential issues with exposed
patient data. These systems, which can be easily identified and compromised by
hackers over the Internet, can provide unauthorized access and expose patient
records. There continues to be several unpatched PACS servers visible and HC3
is recommending entities patch their systems immediately. Healthcare
organizations are advised to review their inventory to determine if they are



running any PACS systems and if so, ensure the guidance in this alert is
followed.

Please see the attached Sector Alert: Picture Archiving Communication Systems
(PACS) Vulnerabilities. You may distribute through your appropriate channels
for the level of information as marked (TLP:WHITE).

Reference(s) SC Magazine, Security Boulevard,
wpcomstaging, Health IT Security, Pro
Publica, Health Imaging, greenbone

Release Date
Jun 29, 2021

Alert ID 0f1e6108

View Alert

Tags PACS, Sector Alert, HC3

TLP:WHITE Subject to standard copyright rules, TLP:WHITE
information may be distributed without restriction.

For Questions or Comments Please email us at toc@h-isac.org

Download Health-ISAC’s Information Sharing App. |@

For more update and alerts, visit: https://health-isac.cyware.com

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.



https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.scmagazine.com%2Ffeatured%2Fmillions-of-medical-images-patient-data-remain-exposed-via-pacs-flaws%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985782710%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Ik699mCaskLzTW4x8tl0aVwtYgKeLyhrAFS1QkboHZg%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecurityboulevard.com%2F2020%2F11%2Fdicom-file-security-how-malware-can-hide-behind-hipaa-protected-images%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985792665%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=tP4TCDrqt%2BMHuGQVxbe40rRz%2FDCZoyw89l54OsC47aQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fresearchcylera.wpcomstaging.com%2F2019%2F04%2F16%2Fpe-dicom-medical-malware%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985792665%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=fFHdmPTHGwG%2FlWbyf6q4o%2BwaMtNXplTIPp7c6n%2BBh9c%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealthitsecurity.com%2Fnews%2Fmillions-of-medical-images-exposed-as-us-fails-to-secure-pacs-flaws&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985802625%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Um4FGLCAdpOQFIDRm7DWkRhIsnsItAx3ZINjE4BMxsQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.propublica.org%2Farticle%2Fmillions-of-americans-medical-images-and-data-are-available-on-the-internet&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985802625%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Sn%2BNgavFjbHzAoo5vKMPXmcNxyBrnwY%2B9vrJNkK2kjw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.propublica.org%2Farticle%2Fmillions-of-americans-medical-images-and-data-are-available-on-the-internet&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985802625%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Sn%2BNgavFjbHzAoo5vKMPXmcNxyBrnwY%2B9vrJNkK2kjw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.healthimaging.com%2Ftopics%2Fimaging-informatics%2Fbillions-images-vulnerable-online-unsecured-pacsText&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985802625%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=w2ZJ8gF2i38iqfEracu%2BQ4hrmAWdPTsZgE3QHtV1ikg%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.greenbone.net%2Fwp-content%2Fuploads%2FCyberResilienceReport_EN.pdf&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985812577%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=T04ud1P97XvN8kNzlpIe%2BP3ImQOR3T6Jtncc454BxO0%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2F0f1e6108&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985812577%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=OTi34cxag7MYd7J%2FvChTYsCRhvCzpF5lT38gjD3OFhk%3D&reserved=0
mailto:toc@h-isac.org
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985822538%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=uS6r1k%2FdkLR4lUOHUCaFUVd2vy1nECMsOcqXlIRz3Rk%3D&reserved=0
mailto:toc@h-isac.org
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fitunes.apple.com%2Fin%2Fapp%2Fcyware-pro-for-organizations%2Fid1193942672%3Fmt%3D8&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985822538%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=MDsao7KRbJZMDOzX7%2Fg7%2FUlG1bwv8nxdicP2AUGUFFo%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fplay.google.com%2Fstore%2Fapps%2Fdetails%3Fid%3Dcom.cyware.enterprise.android%26hl%3Den&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ccc9d486216d745aa90fd08d93b42b43a%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637605979985822538%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=oHSzKIW7%2FnYmeR18zrwOXgPUtncAqDgJCiYHorUsZIw%3D&reserved=0

