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Nine vulnerabilities (dubbed PwnedPiper) were recently discovered in 
a brand (Swisslog) of pneumatic tubes – the tube systems within 
many hospitals and other healthcare organizations which transports 

small items such as lab samples, blood, tissue or medication from 
one part of the medical facility to another – which can allow a cyber 
attacker to compromise and/or disrupt the operations of the system. 

These vulnerabilities are believed to impact over 3,000 hospitals 
worldwide, including 80% of all hospitals in North America. All 
healthcare organizations are urged to review this document and 

apply the appropriate steps outlined in the mitigation section as 
needed.  

For additional details, please see the full, attached report. 
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This Alert has 1 attachment(s). To view or download the attachment(s), click 
"View Alert" to login to the web portal. 
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For Questions or Comments Please email us at toc@h-isac.org 
   

 

 

Download Health-ISAC’s Information Sharing App.  
 

   

    

    

 

 

  
For more update and alerts, visit: https://health-isac.cyware.com  

 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  

 

 

  

 

https://health-isac.cyware.com/webapp/user/myfeeds/3871409d
mailto:toc@h-isac.org
https://health-isac.cyware.com/
mailto:toc@h-isac.org
https://itunes.apple.com/in/app/cyware-pro-for-organizations/id1193942672?mt=8
https://play.google.com/store/apps/details?id=com.cyware.enterprise.android&hl=en

