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On September 21, 2021, VMware disclosed numerous vulnerabilities affecting
their vCenter Server and Cloud Foundation products, some of which could be
exploited for the deployment of ransomware or other malicious activity.
Working exploits have already been detected and additional exploits are highly
likely to become available soon. VMware recommends that customers install
available updates, patches, or workarounds immediately to mitigate these
vulnerabilities in affected VMware products.

For full report details, please see the provided attachment.
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