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A valued colleague is providing this daily ransomware tracker as

for purposes of increasing ransomware threat
awareness. The body of the email contains newly added victims
since the last update.

The information provided in the report is pulled from threat actor data
leak sites ‘as is,” meaning, it is shared as it has been posted by the
threat group. They have been known to make mistakes, have typos,
mis-name victims, or use other language aside from the victim name.
The report shares the information ‘as is’ and neither the source of the



report, nor our team, goes to the individual sites to verify the
information, though it can be (and we sometimes do) cross
referenced with other reporting sources. Neither the originator of the
report, nor our team, is in direct discussion w/ the threat actors. There
are cyber threat intelligence firms that do engage in cybercrime
forums and can provide additional perspective of victims and ongoing
discussions occurring in those forums.

We share the report for recipient awareness. Often times, a victim
may be a supplier or have another third or fourth party relationship
with recipients. We hope that recipients look for those relationships
and then are able to inquire directly as may be appropriate with the
supposed victim.

By the time a victim is identified in the name and shame report, it is
reasonable to assume they have been contacted by the threat group
and have either elected not to make payment or that some other
issue has led the group to disclose the victim publicly. Victims that
pay do not usually have their data made available publicly. We have
not seen a significant amount of incidents that were deliberately
falsely reported by threat groups, though, as noted above, they have
made mistakes.

Please be advised the .txt and .csv attachments that typically accompany
this report will no longer be provided per collection source.

New victims listed:

.. AvosLocker :::

Victim / Company Name Date First Seen by Tracker
EL Pruitt Co 2021-11-21 05:35:02.293863+00:00
VR Souliere 2021-11-21 05:35:02.293863+00:00

ochsnerEFS 2021-11-21 05:35:02.293863+00:00



The Cochran Firm 2021-11-21 05:35:02.293863+00:00.
This is a pretty high-profile org. Most probably know them. This, from
their website: ‘Founded over 50 years ago, The Cochran Firm is one
of the nation's premier plaintiffs' litigation, personal injury, wrongful
death, medical malpractice, civil rights, product liability, and criminal
defense law firms. With regional offices throughout the United States,
The Firm is a diverse group of highly esteemed and experienced men
and women, dedicated to bringing quality representation for injured
people and their families.’

Beaverhead County High School 2021-11-21
05:35:02.293863+00:00

SNR Shopping PUREGOLD 2021-11-21
05:35:02.293863+00:00

GC Micro 2021-11-21 05:35:02.293863+00:00

Victim / Company Name Date First Seen by Tracker

NLB Corporation 2021-11-21 00:05:02.046388+00:00

The Della Toffola Group 2021-11-20 14:05:02.544927+00:00
HELSA Group International 2021-11-19 00:05:02.557814+00:00
FLUID COMPONENTS INTERNATIONAL 2021-11-19
00:05:02.557814+00:00

Not Yet Kameraden! 2021-11-19 21:35:02.138756+00:00
Grief
Victim / Company Name Date First Seen by Tracker

Pueblo Bonito Pacifica Golf & Spa Resort 2021-11-21
05:35:02.293863+00:00

GPV FRANCE 2021-11-21
05:35:02.293863+00:00

::: LockBit 2.0 :::

Victim / Company Name Date First Seen by Tracker

siix[.]Jco[.lip 2021-11-21 12:05:02.302069+00:00
evans].]co[.]id 2021-11-21 12:35:02.118764+00:00
telemovil[.Jcom[.]Jsv  2021-11-21 12:35:02.118764+00:00
consortiumlegal[.Jcom 2021-11-21 13:05:01.781353+00:00
systematicatec[.Jcom 2021-11-21 13:35:02.100065+00:00
apower[.Jcom[.]sg 2021-11-20 23:05:02.008828+00:00



duncandisability[.Jcom 2021-11-19 15:05:02.136545+00:00

alssi[.Jcom 2021-11-19 15:05:02.136545+00:00
Midas
Victim / Company Name Date First Seen by Tracker

Law Society of South Australia 2021-11-21 15:35:03.435265+00:00
Texas Enterprises, Inc (TEI) 2021-11-19 18:05:02.508885+00:00

::: Everest :::

Victim / Company Name Date First Seen by Tracker

MINISTRY OF ECONOMY AND FINANCE Peru 2021-11-20
12:05:01.801988+00:00

Victim / Company Name Date First Seen by Tracker

Hospitality Furnishings & Design Inc[.] 2021-11-19
16:05:02.782111+00:00.

‘Hospitality Furnishings & Design Inc., an Interior Design and
Procurement Company, delivers innovative and inspired hotel
interiors with a professional single-source market approach that has
set the standard in the ever-changing hospitality industry. Our
attention to detail, style, durability, and quality ensures our clients
source the best products at competitive prices. The HFD value
engineered design process guarantees the desired guest experience
with a maximum ROI on your project investment. HFD's 25+
accredited Interior Designers interpret the client's project vision to
create innovative designs that meet the brand standards while at the
same time make the guest experience unforgettable, unique and one
of a kind. With over 30 years of Hotelier and FF&E experience, HFD
has leveraged technology and unrivaled vendor relationships to
create a program that delivers our client’s projects with an unmatched
speed to market.” Based in PA.

Herman & Kittle Properties Inc[.] 2021-11-19
16:35:04.328820+00:00.

‘Herman & Kittle Properties, Inc. is located in Indianapolis, IN, United
States and is part of the Lessors of Real Estate Industry. Herman &
Kittle Properties, Inc. has 9 total employees across all of its locations
and generates $15.57 million in sales (USD).’ ‘With roots going back
to 1948, Kittle Property Group, Inc. is a national leader in bringing



together community, financial and government partners with
innovative plans to develop, construct and manage quality, affordable
and market-rate multi-family apartment homes that serve as a
catalyst to local economies by sustaining families, neighborhoods
and businesses.” serve as a catalyst to local economies by
sustaining families, neighborhoods and businesses.’
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TLP:GREEN Recipients may share TLP:GREEN information with
peers and partner organizations within their sector or community, but
not via publicly accessible channels. Information in this category can
be circulated widely within a particular community. TLP:GREEN
information may not be released outside of the community.

For Questions or Comments Please email us at toc@h-isac.org
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Download Health-ISAC’s Information Sharing App.

For more update and alerts, visit: https://health-isac.cyware.com

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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