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This Alert has a Threat Assessment. 
 

Proof-of-concept exploit code for a critical zero-day vulnerability, 
designated CVE-2021-44228, in the Apache Log4j Java-based 
logging library has been released publicly, exposing enterprises and 

services to remote code execution (RCE) attacks by attackers. 

The Health-ISAC Threat Operations Center has released a brief 
survey regarding your observed experiences with this vulnerability, 

please utilize the link here. Your assistance is greatly appreciated. 
This alert has additional technical details and recommendations, 
which can be accessed below.   
 

Log4j, and its successor Log4j2, are developed by the Apache 
Foundation and are widely used by both enterprise apps and cloud 

services for logging purposes. Systems and services that use Log4j 
between versions 2.0-beta9 and 2.14.1 are all affected by CVE-2021-
44228, which includes many services and applications written in 
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Java. The vulnerability allows for repeated and reliable 
unauthenticated remote code execution in targeted environments. 

The vulnerability was first discovered in the popular Java-based 
game Minecraft but researchers warn that other cloud applications 
are also vulnerable. Log4j is incorporated into a host of popular 

frameworks, including Apache Struts2, Apache Solr, Apache Druid, 
and Apache Flink. That means that a large number of third-party 
apps may also be vulnerable to exploits that carry the same high 

severity as those threatening Minecraft users. 

In analyzing CVE-2021-44228, security firm Randori determined the 
following: 

 Default installations of widely-used enterprise software are 

vulnerable to CVE-2021-44228. 
 CVE-2021-44228 can be exploited reliably and without 

authentication. 

 CVE-2021-44228 affects multiple versions of Log4j 2.  
o The United States Cybersecurity and Infrastructure 

Security Agency (CISA) Cyber Information Sharing and 

Collaboration Program (CISCP) has stated that CVE-
2021-44228 affects Log4j versions 2.0-beta9 to 2.14.1. 

 CVE-2021-44228 allows for remote code execution as the 

user running the application that utilizes the library. 

There already are several reports of malicious servers performing 
Internet-wide scans in attempts to locate vulnerable servers. Due to 
the ease of exploitation and the breadth of applicability, we suspect 

ransomware actors to begin leveraging this vulnerability immediately, 
said the Randori security team. 

 
 

  

 

  
Reference(s)  
 

Ars Technica, Twitter, randori, Apache, 
ZDNet, cisa  
 

  

 

  

 

  

Available Patch  

Available 
 

CVE(s)  

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fuscert%2Fncas%2Fcurrent-activity%2F2021%2F12%2F10%2Fapache-releases-log4j-version-2150-address-critical-rce&data=04%7C01%7Cdsamuels%40AHA.ORG%7C4fa5555c27d94175ac5008d9bc0b06fa%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637747577856338163%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=jRlvm0tdj%2BDnCu8mLp2X4k6jIFOA0FxDibQQzBRVc4c%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftwitter.com%2F_mattata%2Fstatus%2F1469144854672379905&data=04%7C01%7Cdsamuels%40AHA.ORG%7C4fa5555c27d94175ac5008d9bc0b06fa%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637747577856338163%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=l%2FxWKeppc8oZbsDyx6VavZp7F0ev%2Fz8dQVTZVysA2g0%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Farstechnica.com%2Finformation-technology%2F2021%2F12%2Fminecraft-and-other-apps-face-serious-threat-from-new-code-execution-bug%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C4fa5555c27d94175ac5008d9bc0b06fa%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637747577856348117%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=M%2F4G9tWcxP4Zg9VgsT32%2Fwy5b9uZCDXTdBAyq5EImN8%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftwitter.com%2F_mattata%2Fstatus%2F1469144854672379905&data=04%7C01%7Cdsamuels%40AHA.ORG%7C4fa5555c27d94175ac5008d9bc0b06fa%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637747577856358073%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=Ti%2FIFArmiJZpMgV7bPBRz1oVUSuDWqhFV9fy4fPfK88%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.randori.com%2Fblog%2Fcve-2021-44228%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C4fa5555c27d94175ac5008d9bc0b06fa%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637747577856358073%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=w63dwANpmQMNCkp05Xj%2BU%2FSVtnl%2F36xstffVZwLjfXg%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flogging.apache.org%2Flog4j%2F2.x%2Fdownload.html&data=04%7C01%7Cdsamuels%40AHA.ORG%7C4fa5555c27d94175ac5008d9bc0b06fa%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637747577856368031%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=XcH8FYtvRx6sGbECdC%2FV5WA40QwT9ymzS69ZSoDUutY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.zdnet.com%2Farticle%2Fsecurity-warning-new-zero-day-in-the-log4j-java-library-is-already-being-exploited%2F&data=04%7C01%7Cdsamuels%40AHA.ORG%7C4fa5555c27d94175ac5008d9bc0b06fa%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637747577856368031%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=FaHrJJnn9Nm7HofQ8nVhOIRkvyRM%2BTB8GRbXF1o9MrY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fuscert%2Fncas%2Fcurrent-activity%2F2021%2F12%2F10%2Fapache-releases-log4j-version-2150-address-critical-rce&data=04%7C01%7Cdsamuels%40AHA.ORG%7C4fa5555c27d94175ac5008d9bc0b06fa%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637747577856377987%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=qb1pSs6vVODSA4lHnd8RLNCLORw3pdu%2BhjIETv3IHXo%3D&reserved=0


CVE-2021-44228 
 

Recommendations  
 Administrators should identify apps and services that rely on 

Log4j or Log4j2 for critical processes 

 Apache has released Log4j 2.15.0 to address CVE-2021-
44228. Those using the Log4j library are advised to upgrade to 
the latest release as soon as possible seeing that attackers 

are already searching for exploitable targets.  
o The exploit can also be mitigated in previous releases, 

2.10 and later, by setting system property 

log4j2.formatMsgNoLookups to "true" or removing the 
JndiLookup class from the classpath. 

 Block any outgoing traffic that is not required by your 

organization's requirements.   
o If your organization has a server running a Java 

application that only needs to accept incoming traffic, 

prevent all outgoing traffic. 
 If you believe you may be impacted by CVE-2021-44228, 

Health-ISAC encourages all organizations to adopt an 

assumed breach mentality and review logs for impacted 
applications for unusual activity.   

o If anomalies are found, we encourage you to assume 

that you may have been compromised and treat this as 
an active incident and respond accordingly. 
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CISA: Apache Releases Log4j Version 2.15.0 to Address Critical 
RCE Vulnerability Under Exploitation 
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Intel 471 - Vulnerability Advisories Intel 471's Common 
Vulnerabilities and Exposures (CVE) Vulnerability Advisories are a 

quick reference tool designed to assist in patch prioritization and 
vulnerability management decision-making. These advisories track 
the life cycle of significant vulnerabilities from initial disclosure to 

exploit weaponization and productization observed in the 
underground. 
   

 

 

Download Health-ISAC’s Information Sharing App.  
 

    

    

 

 

  
For more update and alerts, visit: https://health-isac.cyware.com  

 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  
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