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CISA Releases "Shields Up" Message Regarding Geopolitical
Tensions

February 14, 2022

This email notification was produced by the Division of Critical Infrastructure Protection (CIP) within
the U.S. Department of Health and Human Services’ (HHS) Office of the Assistant Secretary for
Preparedness and Response (ASPR).

Advisory Details

Due to increasing geopolitical tensions, the Cybersecurity and Infrastructure Security Agency
(CISA) has issued a “Shields Up” message to every U.S. organization, including Healthcare and
Public Health (HPH) organizations.

Every organization in the United States is at risk from cyber threats that can disrupt essential
services and potentially result in impacts to public safety. Over the past year, cyber incidents have
impacted many companies, non-profits, and other organizations, large and small, across multiple
sectors of the economy.

Notably, the Russian government has used cyber as a key component of their force projection over
the last decade, including previously in Ukraine in the 2015 timeframe. The Russian government
understands that disabling or destroying critical infrastructure—including power and
communications—can augment pressure on a country’s government, military and population and
accelerate their acceding to Russian objectives.

While there are not currently any specific credible threats to the U.S. homeland, CISA is mindful of
the potential for the Russian government to consider escalating its destabilizing actions in ways that
may impact others outside of Ukraine.

CISA recommends all organizations—regardless of size—adopt a heightened posture when it
comes to cybersecurity and protecting their most critical assets.
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The advisory provides steps organizations can take immediately to ensure that:

The likelihood of a damaging cyber intrusion is reduced

A potential intrusion is quickly detected

An organization is prepared to respond if an intrusion does occur, and;

An organization has maximized their resilience in the face of a destructive cyber incident.

The entire advisory can be viewed at CISA.gov.

Additional Resources

CISA Insights: Implement Cybersecurity Measures Now to Protect Against Potential Critical
Threats (pdf) (January 2022)
Alert (AA22-011A) Understanding and Mitigating Russian State-Sponsored Cyber Threats
to U.S. Critical Infrastructure (January 2022)
CISA Insights: Preparing for and Mitigating Potential Cyber Threats (pdf) (December 2021)
Reminder for Critical Infrastructure to Stay Vigilant Against Threats During Holidays and
Weekends (November 2021)

e Russia Cyber Threat Overview and Advisories

Subscribe to HPH Sector Cyber Notifications

Did a colleague forward you this HPH Sector Cyber Notification? Receive these cyber notifications
directly by subscribing to the HPH Sector bulletins. HPH Sector bulletins inform stakeholders about
the most significant issues facing the sector including cybersecurity, medical supply chains, COVID-
19, and more. If you are interested in receiving cyber natifications or other HPH Sector bulletins,
visit the CIP bulletins subscription webpage.

Comments and Questions

If you have comments or questions, send an email to CIP@hhs.gov . The CIP team will work to

answer your inquiries or connect you to the proper entity.
Traffic Light Protocol (TLP) Designation: WHITE

TLP: WHITE information may be distributed without restriction.

. Disclaimer: ASPR provides the above sources of information for the convenience of the HPH
Sector community and is not responsible for the availability or content of the information or tools
provided, nor does ASPR endorse, warrant or guarantee the products, services or information
described or offered. It is the responsibility of the user to determine the usefulness and applicability
of the information provided.



https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b22332e795ecc499ca369db57638a0893a041f39700ae2b8884629f76c3ea911e61ac537178eafaa4c80d44a066fe98bb18b4&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=2mGG5NKqdpWV31KpmvyUaK7%2FSHI4%2F0ukeRXDmIwPp1Y%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b223319ebf696877c0338f9d3c944757952fc01cc10aa49fbb109d2505420b4a0532462556a2f70db076883e6d44b8acfce29&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=7dM9pZF29YHaDuf2PLs56MDibm%2F%2FGAru5MuydqAsXGg%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b223319ebf696877c0338f9d3c944757952fc01cc10aa49fbb109d2505420b4a0532462556a2f70db076883e6d44b8acfce29&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=7dM9pZF29YHaDuf2PLs56MDibm%2F%2FGAru5MuydqAsXGg%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b22330ec7f1418daeddbb7482933c97a97eabcfda75fd0f6ffd66f3c09bbd08a7a6a610b74c32a352042b3b6e448a8826e385&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=vnigqIewMpDjGjtJbwSCJq7lfMyHfavsxyGWQLaLkPE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b22330ec7f1418daeddbb7482933c97a97eabcfda75fd0f6ffd66f3c09bbd08a7a6a610b74c32a352042b3b6e448a8826e385&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=vnigqIewMpDjGjtJbwSCJq7lfMyHfavsxyGWQLaLkPE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b2233a1cca57949e31c17dfa88a1fb9b3e3eb256f843b43e2841aa77996f38f10c6d9f1096cc469f6f22f9647ba1fc4774195&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=XBDQec%2F04r1PKhTMwFBB4sGj2G70Rf8%2Fb3XPUf6d%2FJc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b223373c59ccb8f4970085d30d88320bdfe1c769ce8b64a9e2b4ec3c17d207fa4e86224703df9810c9815270b554b25b8c34e&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=fxOfzdeTdzkRxUySc%2F%2BGcDTTzEDJl146sWNyaxGclnM%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b223373c59ccb8f4970085d30d88320bdfe1c769ce8b64a9e2b4ec3c17d207fa4e86224703df9810c9815270b554b25b8c34e&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=fxOfzdeTdzkRxUySc%2F%2BGcDTTzEDJl146sWNyaxGclnM%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b223350720851bbc4f0ad801634d0c5be05a65e492aa963f5c18c85d66a57153e26233aa9a22a3bce1c58ae1c17a6da3c86f9&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=ZzcwLXKvEWzsuuXzZGqD6HKHOzAhA1oISutuflkE8Q0%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b2233462bc073bf7d6d7fcf7f78abaf6165ad34197035ebecc8402bfcccf89c63d04136f9c8ce4912c516be26de4ca7b1bf34&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=0joUA6S%2BdTOUF60XfhGX02qlGGvUcN6mDN8ONXE2bb4%3D&reserved=0
mailto:CIP@hhs.gov?subject=
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b22330aadb5fee3c1e17829164679772e56b4b4deba2a37df06ae617fbb0f4bd2e4fe0f1ace8b61434bfd147e4a29c14ab192&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=oCuIbeTmyoyvVfBr6KHwQYJ2vBoxk5AWlNN2F9%2BWfds%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b22337e9b6dc9e216559a072f8d3fcf640a8e2d94d6bd68069e1ca51bcf47edb77d890590d562d1dc09dfa4ec228f2a248baf&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=PWIkqzfSnuG9nuzTSio0dthtK158lGB%2FdOuJOYoEYdk%3D&reserved=0

ASPR

ASSISTANT SECRETARY FOR
PREPAREDNESS AND RESPONSE

U.S. Department of Health & Human Services, Office of the Assistant Secretary for Preparedness &
Response
200 Independence Ave.,
Washington, DC 20201



https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b2233a950cb76f1ce71d248497d93e1296d5df1525614e07055d13d34fee9043c26dbe77e2e9ed4382c071163153bd59fd3ef&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=mHJaJwyuDn5mbOolaxJHFfpyVLItZaCh4ZYy1pYf6MQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b223383ec9be0fec53928b89356c87d1d36eb2ecab48183a24cf814ce9eb279d17bf0d886d3b51f1f6c9693ab641e644651b0&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=akJbVMGYekGmonuRZ3FwFo1xol2jF5ZIW4%2FaMFoKCqE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b223383ec9be0fec53928b89356c87d1d36eb2ecab48183a24cf814ce9eb279d17bf0d886d3b51f1f6c9693ab641e644651b0&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=akJbVMGYekGmonuRZ3FwFo1xol2jF5ZIW4%2FaMFoKCqE%3D&reserved=0

