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Advisory Details 

 
Due to increasing geopolitical tensions, the Cybersecurity and Infrastructure Security Agency 
(CISA) has issued a “Shields Up” message to every U.S. organization, including Healthcare and 
Public Health (HPH) organizations. 
 
Every organization in the United States is at risk from cyber threats that can disrupt essential 
services and potentially result in impacts to public safety. Over the past year, cyber incidents have 
impacted many companies, non-profits, and other organizations, large and small, across multiple 
sectors of the economy. 
 
Notably, the Russian government has used cyber as a key component of their force projection over 
the last decade, including previously in Ukraine in the 2015 timeframe. The Russian government 
understands that disabling or destroying critical infrastructure—including power and 
communications—can augment pressure on a country’s government, military and population and 
accelerate their acceding to Russian objectives. 
 
While there are not currently any specific credible threats to the U.S. homeland, CISA is mindful of 
the potential for the Russian government to consider escalating its destabilizing actions in ways that 
may impact others outside of Ukraine.  
 
CISA recommends all organizations—regardless of size—adopt a heightened posture when it 
comes to cybersecurity and protecting their most critical assets. 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fview.connect.hhs.gov%2F%3Fqs%3Dbc92f31c90e915eec2dd2f7073e54073ed14b08fab7e1b993f1faf18adefccba33ed2b20d52d1915282bbd3badb4b6efc3f769c5a54285ed082d48a7975422ec46428b52789bae43e9637ee47cd2df75&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=UizDeV%2FQezx32oCGNHdDxvdK%2BEzyc0kHkVTLNJCiG7c%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b2233c7ac940f17e604c1734b52a94425c1a9fa1cd3a7873ade8e00694a1489349d4025057bdbb99494952a373aa7a5fb48db&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=HFzzgxbIUqVHoNHuJYFnGfwJ1vxoBvs2X%2F3KI4Rrw9o%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b2233c7ac940f17e604c1734b52a94425c1a9fa1cd3a7873ade8e00694a1489349d4025057bdbb99494952a373aa7a5fb48db&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=HFzzgxbIUqVHoNHuJYFnGfwJ1vxoBvs2X%2F3KI4Rrw9o%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b2233f7cfc1f49a2704cf9e212d34f0237eb6ab182259c521d0b05a916865217ee9640dfb6746194c4a3ac183bb3340b98e07&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=7bsmyZIHos5p%2F6KpkoTd7dfYQg6WUVOTVsL5qbTO5mo%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.connect.hhs.gov%2F%3Fqs%3Dea571535621b223336579760bd7f5b10c8effa6eac7859209d9b1e3ec90adc9ab1203108f87c5e3157d929549fdd3377d83d3c8a75223272&data=04%7C01%7Crschulman%40aha.org%7C92414649ee0b4b93ef7a08d9efcc2a49%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C637804482461643715%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=DtgJ4aJgFc7naSUlt0mBUREYlz%2FccG%2Bml9o75ZRYQOA%3D&reserved=0


 
The advisory provides steps organizations can take immediately to ensure that:  

 The likelihood of a damaging cyber intrusion is reduced 
 A potential intrusion is quickly detected 
 An organization is prepared to respond if an intrusion does occur, and; 
 An organization has maximized their resilience in the face of a destructive cyber incident. 

The entire advisory can be viewed at CISA.gov. 
 

 
Additional Resources  

 CISA Insights: Implement Cybersecurity Measures Now to Protect Against Potential Critical 
Threats  (pdf) (January 2022) 

 Alert (AA22-011A) Understanding and Mitigating Russian State-Sponsored Cyber Threats 
to U.S. Critical Infrastructure (January 2022) 

 CISA Insights: Preparing for and Mitigating Potential Cyber Threats (pdf) (December 2021) 
 Reminder for Critical Infrastructure to Stay Vigilant Against Threats During Holidays and 

Weekends (November 2021) 
 Russia Cyber Threat Overview and Advisories 

Subscribe to HPH Sector Cyber Notifications  

Did a colleague forward you this HPH Sector Cyber Notification? Receive these cyber notifications 
directly by subscribing to the HPH Sector bulletins. HPH Sector bulletins inform stakeholders about 
the most significant issues facing the sector including cybersecurity, medical supply chains, COVID-
19, and more. If you are interested in receiving cyber notifications or other HPH Sector bulletins, 
visit the CIP bulletins subscription webpage.  

Comments and Questions 

If you have comments or questions, send an email to CIP@hhs.gov . The CIP team will work to 

answer your inquiries or connect you to the proper entity.   
Traffic Light Protocol (TLP) Designation: WHITE 

 

  

 

TLP: WHITE information may be distributed without restriction. 
 

  
 

. Disclaimer: ASPR provides the above sources of information for the convenience of the HPH 
Sector community and is not responsible for the availability or content of the information or tools 
provided, nor does ASPR endorse, warrant or guarantee the products, services or information 

described or offered. It is the responsibility of the user to determine the usefulness and applicability 
of the information provided.  
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