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On March 17, 2022, the United States Cybersecurity and
Infrastructure Security Agency (CISA) and the Federal Bureau of
Investigation (FBI) released a joint cybersecurity advisory (CSA) to
highlight possible threats to US and international satellite
communication (SATCOM) networks. Successful intrusions into
SATCOM networks could create risk in SATCOM network providers’
customer environments.

Given the current geopolitical situation, CISA’s Shields Up initiative
requests that all organizations significantly lower their threshold for
reporting and sharing indications of malicious cyber activity. To that
end, CISA and FBI will update this joint Cybersecurity Advisory (CSA)
as new information becomes available so that SATCOM providers


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fshields-up&data=04%7C01%7Cdsamuels%40AHA.ORG%7Ca1fa81ad8d03489eb94b08da08ed2639%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C637832111916178017%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=5TgbBIEKWbYtVYRl5vGcFb7cSkwGE6qFUOCi0ttla90%3D&reserved=0

and their customers can take additional mitigation steps pertinent to
their environments.

CISA and FBI strongly encourage critical infrastructure organizations
and other organizations that are either SATCOM network providers or
customers to review and implement the mitigations outlined in this
CSA to strengthen SATCOM network cybersecurity. Health-ISAC is
releasing this report for your increased security awareness.

The full joint Cybersecurity Advisory, attached to this alert, can be
accessed here.

Reference(s) cisa, cisa, NSA, NSA, dni, cisa, cisa

Recommendations

CISA and FBI strongly encourages critical infrastructure
organizations and other organizations that are either SATCOM
network providers or customers to review and implement the
following mitigations:

Mitigations for SATCOM Network Providers

e Putin place additional monitoring at ingress and egress points
to SATCOM equipment to look for anomalous traffic, such as:
o The presence of insecure remote access tools—such
as Teletype Network Protocol (Telnet), File Transfer
Protocol (FTP), Secure Shell Protocol (SSH), Secure
Copy Protocol (SCP), and Virtual Network Computing
(VNC)—facilitating communications to and from
SATCOM terminals.
o Network traffic from SATCOM networks to other
unexpected network segments.
o Unauthorized use of local or backup accounts within
SATCOM networks.
o Unexpected SATCOM terminal to SATCOM terminal
traffic.
o Network traffic from the internet to closed group
SATCOM networks.
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o Brute force login attempts over SATCOM network
segments.

o See the Office of the Director of National Intelligence (ODNI)
Annual Threat Assessment of the U.S. Intelligence
Community, February 2022 for specific state-sponsored cyber
threat activity relating to SATCOM networks.

Mitigations for SATCOM Network Providers and Customers

e Use secure methods for authentication, including multifactor
authentication where possible, for all accounts used to access,
manage, and/or administer SATCOM networks.

o Use and enforce strong, complex passwords: Review
password policies to ensure they align with the latest
NIST guidelines.

o Do not use default credentials or weak passwords.

o Audit accounts and credentials: remove terminated or
unnecessary accounts; change expired credentials.

o Enforce the principle of least privilege through authorization
policies. Minimize unnecessary privileges for identities.
Consider privileges assigned to individual personnel accounts,
as well as those assigned to non-personnel accounts (e.qg.,
those assigned to software or systems). Account privileges
should be clearly defined, narrowly scoped, and regularly
audited against usage patterns.

¢ Review trust relationships. Review existing trust relationships
with IT service providers. Threat actors are known to exploit
trust relationships between providers and their customers to
gain access to customer networks and data.

o Remove unnecessary trust relationships.

o Review contractual relationships with all service
providers. Ensure contracts include appropriate
provisions addressing security, such as those listed
below, and that these provisions are appropriately

leveraged:
= Security controls the customer deems
appropriate.

= Provider should have in place appropriate
monitoring and logging of provider-managed
customer systems.

= Customer should have in place appropriate
monitoring of the service provider’s presence,
activities, and connections to the customer
network.



= Notification of confirmed or suspected security
events and incidents occurring on the provider’s
infrastructure and administrative networks.

Implement independent encryption across all communications
links leased from, or provided by, your SATCOM provider. See
National Security Agency (NSA) Cybersecurity Advisory:
Protecting VSAT Communications for guidance.

Strengthen the security of operating systems, software, and
firmware.

o

Ensure robust vulnerability management and patching
practices are in place and, after testing, immediately
patch known exploited vulnerabilities included in CISA's
living catalog of known exploited vulnerabilities. These
vulnerabilities carry significant risk to federal agencies
as well as public and private sectors entities.

Implement rigorous configuration management
programs. Ensure the programs can track and mitigate
emerging threats. Regularly audit system configurations
for misconfigurations and security weaknesses.

Monitor network logs for suspicious activity and unauthorized
or unusual login attempts.

O

Integrate SATCOM traffic into existing network security
monitoring tools.

Review logs of systems behind SATCOM terminals for
suspicious activity.

Ingest system and network-generated logs into your
enterprise security information and event management
(SIEM) tool.

Implement endpoint detection and response (EDR)
tools where possible on devices behind SATCOM
terminals, and ingest into the SIEM.

Expand and enhance monitoring of network segments
and assets that use SATCOM.

Expand monitoring to include ingress and egress traffic
transiting SATCOM links and monitor for suspicious or
anomalous network activity.

Baseline SATCOM network traffic to determine what is
normal and investigate deviations, such as large spikes
in traffic.

Create, maintain, and exercise a cyber incident response plan,
resilience plan, and continuity of operations plan so that critical
functions and operations can be kept running if technology
systems—including SATCOM networks—are disrupted or
need to be taken offline.
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CISA CISA is the Nation’s risk advisor, working with partners to
defend against today’s threats and collaborating to build more secure
and resilient infrastructure for the future.

For Questions or Comments Please email us at toc@ h-isac.org

FBI The FBI encourages recipients of this document to report
information concerning suspicious or criminal activity to their local FBI
field office or the FBI's 24/7 Cyber Watch (CyWatch). Field office
contacts may be identified at www.fbi.gov/contact-us/field. Contact
CyWatch by telephone at 855-292-3937 or by email at
CyWatch@fbi.gov.

Download Health-ISAC’s Information Sharing App. |@

For more update and alerts, visit: https://health-isac.cyware.com

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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