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On June 1, 2023, NHS published a critical vulnerability bulletin focused on the 

Progress MOVEit File Transfer (MFT) product. 
 

Progress discovered a vulnerability in MOVEit Transfer that could lead to escalated 

privileges and potential unauthorized access to the environment.   
 

BleepingComputer reported the vulnerability is actively being exploited by threat actors.   
 

As a patch is currently unavailable, Progress has released mitigations that MOVEit admins 

can use to secure their installations.  
 

Security recommendations and guidance from Progress to mitigate the vulnerability are 

available here.   
 

If you are a MOVEit Transfer customer, it is extremely important that you take 

immediate action to help protect your MOVEit Transfer environment, while the 

Progress team produces a patch.  
 

The vulnerability in MOVEit Transfer is especially concerning as the vulnerability could be 

used in the exfiltration of large datasets prior to extortion by threat actors seeking to 

monetize the exploit.  
 
 

To help prevent unauthorized access to your MOVEit Transfer environment, Progress 

strongly recommends that you immediately apply the following mitigation measures.   

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdigital.nhs.uk%2Fcyber-alerts%2F2023%2Fcc-4326&data=05%7C01%7Cdsamuels%40aha.org%7C4e01344fb3c3481ba9c108db62bd62af%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C638212337790633066%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=i6gD4H976D2uJ2ByBkwBIi%2BlUdiqsxYEECfPTQ16%2FPk%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fnew-moveit-transfer-zero-day-mass-exploited-in-data-theft-attacks%2F&data=05%7C01%7Cdsamuels%40aha.org%7C4e01344fb3c3481ba9c108db62bd62af%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C638212337790633066%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Xq49EvV7qJOwttcET0qfEbsmaQwgJ0ENcdt22zBTuPA%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcommunity.progress.com%2Fs%2Farticle%2FMOVEit-Transfer-Critical-Vulnerability-31May2023&data=05%7C01%7Cdsamuels%40aha.org%7C4e01344fb3c3481ba9c108db62bd62af%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C638212337790633066%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=QZVpk%2FBLT6gyUkeEUKWqzE179r73gYpwOY5ArESqgCM%3D&reserved=0


  

Step 1: Disable all HTTP and HTTPs traffic to your MOVEit Transfer environment. More 

specifically:   

 Modify firewall rules to deny HTTP and HTTPs traffic to MOVEit Transfer on 

ports 80 and 443. If you require additional support, please immediately contact 

Progress Technical Support by opening a case 

via https://community.progress.com/s/supportlink-landing.  

o It is important to note, that until HTTP and HTTPS traffic is enabled again:   

 Users will not be able to log on to the MOVEit Transfer web UI    

 MOVEit Automation tasks that use the native MOVEit Transfer 

host will not work   

 REST, Java and .NET APIs will not work   

 MOVEit Transfer add-in for Outlook will not work   

 Please note: SFTP and FTP/s protocols will continue to work as 

normal   

As a workaround, administrators will still be able to access MOVEit Transfer by using a 

remote desktop to access the Windows machine and then 

accessing https://localhost/.  For more information on localhost connections, please refer 

to MOVEit Transfer Help: https://docs.progress.com/bundle/moveit-transfer-web-admin-

help-2023/page/Security-Policies-Remote-Access_2.html    
  

Step 2: Check for the following potential indicators of unauthorized access over at least the 

past 30 days:    

 Creation of unexpected files in the c:\MOVEit Transfer\wwwroot\ folder on all 

your MOVEit Transfer instances (including back-ups)   

 Unexpected and/or large file downloads   

   

If you do notice any of the indicators noted above, please immediately contact your security 

and IT teams and open a ticket with Progress Technical Support 

at: https://community.progress.com/s/supportlink-landing.   

  

Step 3: Patches for all supported MOVEit Transfer versions are being tested and links 

will be made available below as they are ready. Supported versions are listed at the 

following link: https://community.progress.com/s/products/moveit/product-lifecycle.  
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https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcommunity.progress.com%2Fs%2Fsupportlink-landing&data=05%7C01%7Cdsamuels%40aha.org%7C4e01344fb3c3481ba9c108db62bd62af%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C638212337790633066%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=hvVvXI49%2FJvL5SW8rN7LNt8dZIDB9SXhw1vZqGFgrcg%3D&reserved=0
https://localhost/
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.progress.com%2Fbundle%2Fmoveit-transfer-web-admin-help-2023%2Fpage%2FSecurity-Policies-Remote-Access_2.html&data=05%7C01%7Cdsamuels%40aha.org%7C4e01344fb3c3481ba9c108db62bd62af%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C638212337790633066%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=AGv1qxtEfHPRfyzgNOm%2FS0OfehxjWf8G9tgloFTLbfE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.progress.com%2Fbundle%2Fmoveit-transfer-web-admin-help-2023%2Fpage%2FSecurity-Policies-Remote-Access_2.html&data=05%7C01%7Cdsamuels%40aha.org%7C4e01344fb3c3481ba9c108db62bd62af%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C638212337790633066%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=AGv1qxtEfHPRfyzgNOm%2FS0OfehxjWf8G9tgloFTLbfE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcommunity.progress.com%2Fs%2Fsupportlink-landing&data=05%7C01%7Cdsamuels%40aha.org%7C4e01344fb3c3481ba9c108db62bd62af%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C638212337790633066%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=hvVvXI49%2FJvL5SW8rN7LNt8dZIDB9SXhw1vZqGFgrcg%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcommunity.progress.com%2Fs%2Fproducts%2Fmoveit%2Fproduct-lifecycle&data=05%7C01%7Cdsamuels%40aha.org%7C4e01344fb3c3481ba9c108db62bd62af%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C1%7C638212337790633066%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Oqv6tYeqxAZkgDorKchx9095JMLw4bxnAE8ts3geJf8%3D&reserved=0
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