i "
&) Health-ISAC"
L ¥
'% Collaborating for Resilience in Healthcare

FINISHED INTELLIGENCE REPORTS

2022 Top Routinely Exploited Vulnerabilities
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CISA, NSA, and the FBI, in collaboration with international agencies,
have released a joint Cybersecurity Advisory (CSA) detailing the top
routinely exploited vulnerabilities in 2022.

This report focuses on each CVE individually and shows threat actors
targeting older systems as opposed to newer ones.

The agencies which contributed to this CSA all encourage readers to
follow the mitigation strategies presented within the advisory.

To view the 2022 Top Routinely Exploited Vulnerabilities advisory,
click here. The advisory is also attached for your convenience.

Release Date
1691035200

Alert ID 7d24fech

This Alert has 1 attachment(s). To view or download the attachment(s), click
"View Alert" to login to the web portal.
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Share Threat Intel

For guidance on sharing indicators with Health-ISAC via CSAP, please visit the Knowledge
Base article CSAP “Share Threat Intel” Documentation at the link address provided here:
https://health-isac.cyware.com/webapp/user/knowledge-base Additionally, this collaborative
medium provides opportunities for attributed or anonymous sharing across ISACs and other
cybersecurity-related entities.

Turn off Categories

For guidance on disabling this alert category, please visit the Knowledge Base article CSAP
"Alert Categories" Toggle Documentation at the link address provided here: https://health-
isac.cyware.com/webapp/user/knowledge-base

Access the Health-ISAC Intelligence Portal

Enhance your personalized information-sharing community with improved threat visibility,
alert naotifications, and incident sharing in a trusted environment delivered to you via email
and mobile apps. Contact membership@h-isac.org for access to Cyware.

For Questions or Comments

Please email us at toc@h-isac.org

Download Health-ISAC’s Information Sharing App. |E]

For more update and alerts, visit: https://health-isac.cyware.com

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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