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On September 13, 2023, The National Security Agency (NSA), the
Federal Bureau of Investigation (FBI), and the Cybersecurity and
Infrastructure Security Agency (CISA) released a Cybersecurity
Information Sheet (CSl), Contextualizing Deepfake Threats to
Organizations (Attached), which provides an overview of synthetic
media threats, techniques, and trends.

Threats from synthetic media, such as deepfakes, have exponentially
increased presenting a growing challenge for users of modern
technology and communications, including the National Security
Systems (NSS), the Department of Defense (DoD), the Defense
Industrial Base (DIB), and national critical infrastructure owners and
operators. Between 2021 and 2022, U.S. government agencies
collaborated to establish a set of employable best practices to take in
preparation and response to the growing threat. Public concern
around synthetic media includes disinformation operations designed
to influence the public and spread false information about political,
social, military, or economic issues to cause confusion, unrest, and
uncertainty.

For additional details, please see the attached report.
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For Questions and/or Comments
Please email us at contact@h-isac.org

Share Threat Intel

For guidance on sharing indicators with Health-ISAC via CSAP, please visit the Knowledge
Base article CSAP “Share Threat Intel” Documentation at the link address provided here:
https://health-isac.cyware.com/webapp/user/knowledge-base Additionally, this collaborative
medium provides opportunities for attributed or anonymous sharing across ISACs and other
cybersecurity-related entities.

Knowledge Base

Check out our Knowledge Base for HITS integration documentation. https://health-
isac.cyware.com/webapp/user/knowledge-base/f4b0c136/

CISA CISA is the Nation’s risk advisor, working with partners to
defend against today’s threats and collaborating to build more secure
and resilient infrastructure for the future.

For Questions or Comments
Please email us at toc@h-isac.org

Download Health-ISAC’s Information Sharing App. |@

For more updates and alerts, visit: https://health-isac.cyware.com/webapp/
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