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Godzilla Webshell

Executive Summary

Godzilla webshell is a weapon used by cyber threat actors to execute commands, manipulate files, and
engage in other harmful and malicious activity on victim systems as part of a larger cyberattack. It has
been attributed to Chinese state threat actors with relatively high confidence, and has been used to target
a number of industries, including the health sector. It is publicly available and therefore accessible for use
by any number of bad actors, and should be treated as a serious threat. This article concludes with
defense and mitigation recommendations, which we implore all healthcare organizations to review and
action in accordance with their risk mitigation plan.

What is Godzilla?

Godzilla webshell is a Chinese-language backdoor created by an individual who goes by the online handle
BeichenDream. BeichenDream claims Godzilla was created in response to existing webshells that are
often detected in attacks; Godzilla avoids detection by using Advanced Encryption Standard encryption for
its network traffic, which makes it more difficult to detect. Godzilla is considered highly capable and full of
functionality. It facilitates file management and manipulation, including uploading, downloading, deleting,
and modifying files on a victim system. It also allows the execution of files and commands—one of the
primary functions of any webshell. It allows for reconaissance, such as the collection of details related to
operating systems, network configurations, and versions of software and applications. It facilitates the
maintenace of persistant access. As previously noted, it is capable of encryption. It also executes in
memory, or “filelessly”, which also makes it challenging to detect. There are a number of reports that
attribute Godzilla to the Chinese government. We recommend that this be understood as probable, but not
certain. It is also worth noting that BeichenDream maintains Godzilla, including its code, on a publically
accessible repository. This means it is relatively trivial for another threat actor—foreign government,
cybercriminal gang or anyone else—to acquire, modify, and utilize the code in accordance with their unique
purposes.

Known Attack Campaigns
We are aware of the following noteworthy cyberattacks and attack campaigns leveraging Godzilla:

e In November 2021, the U.S. Department of Homeland Security’s (DHS) Cybersecurity and
Indrastructure Security Agency (CISA) reported on Advanced Persistent Threat (APT) actors
leveraging Godzilla in a series of attacks exploiting a known authentication bypass vulnerability
(CVE-2021-40539) in ManageEngine ADSelfService Plus, a self-service password management and
single sign-on platform.

e Also in November 2021, both Microsoft and Palo Alto identified a second, related campaign
leveraging Godzilla, exploiting the same vulnerability as above. These attacks were attributed by
Microsoft to a group they identify as DEV-0322, a group which they report is operating out of China
(based on observed infrastructure, victimology, tactics, and procedures). Palo Alto’s reporting noted
the use of leased infrastructure in the United States to carry out these attacks. This campaign was
reported to have targeted the health sector.

e In February of 2023, ASEC reported on an attack campaign carried out by the APT Dalbit (also
known as mOOnlight), targeting victims with Godzilla (as well as other weapons). These attacks cut
across many industries, involved a number of tactics, techniques and procetures (TTPs) and
incorporated several weapons. A high-level diagram of the campaign can be seen in Figure 1.
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https://blog.gigamon.com/2022/09/28/investigating-web-shells/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-259a
https://unit42.paloaltonetworks.com/manageengine-godzilla-nglite-kdcsponge/
https://www.microsoft.com/en-us/security/blog/2021/11/08/threat-actor-dev-0322-exploiting-zoho-manageengine-adselfservice-plus/
https://www.microsoft.com/en-us/security/blog/2021/11/08/threat-actor-dev-0322-exploiting-zoho-manageengine-adselfservice-plus/
https://unit42.paloaltonetworks.com/manageengine-godzilla-nglite-kdcsponge/
https://threatpost.com/zoho-password-manager-flaw-godzilla-webshell/176063/
https://asec.ahnlab.com/en/47455/
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Figure 1: A high-level diagram of an attack campaign leveraging Godzilla as reported in February 2023. (Image source:
https://asec.ahnlab.com/en/47455/)

Prevention, Detection, and Mitigation

Due to the high functionality and continuous development of Godzilla, it is not practical to attempt to
compile a list of defense and mitigation steps to be implemented over any long period of time. However,
we do recommend a report from CISA detailing a campaign leveraging Godzilla, as well as generic webshell
defensive resources from the National Security Agency, Group-IB, and Imperva.

Yara rules for Godzilla can be found here and here. Indicators of Compromise can be found here:
e https://www.microsoft.com/en-us/security/blog/2022/04/12/tarrask-malware-uses-scheduled-
tasks-for-defense-evasion/
e https://unit42.paloaltonetworks.com/manageengine-godzilla-nglite-kdcsponge/
e https://asec.ahnlab.com/en/47455/
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Appendix A
The below diagram depicts a complex cyberattack including Godzilla (among other weapons).
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Figure 2: The attack flow of a campaign targeting Atlassian Confluence Data Center (CVE-2023-22527) with Godzilla. (Image
source: https.//www.trendmicro.com/en _us/research/24/h/godzilla-fileless-backdoors.html)

Contact Information
If you have any additional questions, we encourage you to contact us at HC3@hhs.gov.

We want to know how satisfied you are with the resources HC3 provides. Your answers
will be anonymous, and we will use the responses to improve all future updates, features,

and distributions. SISl X==Ye]e¥=Tel
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