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On December 27, 2024, Palo Alto Networks disclosed a high-severity 

vulnerability, tracked as CVE-2024-3393, in its PAN-OS software that 
affects the DNS Security feature. According to the advisory, the flaw 
has already been exploited. 
 

This flaw allows unauthenticated attackers to send malicious DNS 
packets, potentially causing Denial of Service (DoS) disruptions and 

forcing firewalls into maintenance mode. The company said it has 
reports of some of its customers already experiencing DoS when the 
firewall attempts to block the malicious DNS packets.  

 
The vulnerability’s CVSS score is 8.7, indicating high severity. The 
flaw is especially dangerous because it requires no user interaction 

or elevated privileges. Threat actors can exploit the flaw by sending 
the malicious DNS package to the vulnerable firewall, causing the 
crash and reboot of the system, and, in some cases, may result in 
Denial of Service. However, for the attack to be successful, the DNS 

feature must be enabled. 
 
The flaw is affecting PAN-OS version 10. X and 11. X, including 

Prisma Access. 
 
Health-ISAC advises members to upgrade to patched PAN-OS 

versions urgently to mitigate this risk. If patching is not possible, Palo 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecurity.paloaltonetworks.com%2FCVE-2024-3393&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980270392%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=iSjn4P29yP7EhIsCdMcVzTUVeKSe%2BSm3z11PTCglmr8%3D&reserved=0


Alto Networks recommends setting DNS Security log severity to 
“none” as a temporary workaround. 

  
Recommendations: 

• Apply available patches for vulnerable Palo Alto devices. 

• Ensure all of the devices are patched in a timely manner. 
• Enforce network segmentation and strict network access 

control policies. 

• Continuously monitor for suspicious activities. 
• Have an incident response plan ready to limit operational 

disruptions in the event of a successful attack. 

• Review the Health Industry Cybersecurity Practices (HICP): 
Managing Threats and Protecting Patients resources. 

  
  
 

  

 

  
Reference(s)  
 

Palo Alto Networks, HHS, The Hacker 
News, socradar  
 

  

 

  

 

  

Sources  

Palo Alto Networks Security Advisories 
Palo Alto Releases Patch for PAN-OS DoS Flaw — Update 
Immediately 

Severe Vulnerability in Palo Alto Networks PAN-OS Exposes 
Firewalls to Denial of Service (CVE-2024-3393) 
 

Incident Date  
Dec 27, 2024 (UTC) 
 

  

Alert ID f9d58073  
 

 

 

    

 

 

  
  

View Alert 
Share Feedback 

was this helpful?  |   

  
Tags CVE-2024-3393, Palo Alto PAN-OS 
 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2F405d.hhs.gov%2FDocuments%2FHICP-Main-508.pdf&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980289836%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4mTJRID2W5Ehh2Jv4ZeifhhdVdL%2B2aj4d%2FlfxtkKG0M%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecurity.paloaltonetworks.com%2FCVE-2024-3393&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980302700%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=9uZ%2Fx8b93FNZ3Hv0XGyX36krfAtH9jaE6b%2FQixq%2FlrE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2F405d.hhs.gov%2FDocuments%2FHICP-Main-508.pdf&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980315306%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=3eD3CZn9HdTeIkRC%2FbvXK7Ebw9qNiAeigZCm45SL5PE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fthehackernews.com%2F2024%2F12%2Fpalo-alto-releases-patch-for-pan-os-dos.html&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980327774%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=8bx%2B38xi%2B5ABMvvbfX3lK1iH4v1VuFNJQRWBkzvcVvc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fthehackernews.com%2F2024%2F12%2Fpalo-alto-releases-patch-for-pan-os-dos.html&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980327774%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=8bx%2B38xi%2B5ABMvvbfX3lK1iH4v1VuFNJQRWBkzvcVvc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsocradar.io%2Fvulnerability-in-palo-alto-pan-os-cve-2024-3393%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980340225%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=kSCWF5UMzcQ8fCmTsSLtgQAFssJB9OTN7WxoSH%2FNTwQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecurity.paloaltonetworks.com%2FCVE-2024-3393&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980352657%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Dtr4DbZwac8gG6CE5g8QcY0t5TTa%2FlY7KNX2O7Bw2rQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fthehackernews.com%2F2024%2F12%2Fpalo-alto-releases-patch-for-pan-os-dos.html&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980366692%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=jns7sBY7w38hfXVTwG6539QfLuh6JDBlNdYRLSd%2FPLY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fthehackernews.com%2F2024%2F12%2Fpalo-alto-releases-patch-for-pan-os-dos.html&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980366692%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=jns7sBY7w38hfXVTwG6539QfLuh6JDBlNdYRLSd%2FPLY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsocradar.io%2Fvulnerability-in-palo-alto-pan-os-cve-2024-3393%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980379675%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=2A6s%2Bu%2B7avriURzEicC14OoDa114J6myXO0kOjYyHJA%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsocradar.io%2Fvulnerability-in-palo-alto-pan-os-cve-2024-3393%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980379675%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=2A6s%2Bu%2B7avriURzEicC14OoDa114J6myXO0kOjYyHJA%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2Ff9d58073&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980392184%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=d%2F%2FE4Fo5A%2BhBiP5zQem4BOO0%2FhkmOTrfOx25r3ChH2g%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3Df9d58073%26token%3DPCLoJgyq0LxeeQM957x2kAMggpV3Ltqy2EszFgWCp21xpnrZN%252FdlpOgYagRc5qun97flGUEvzsd6bgALDnJHzeC6NuikA0b3va%252Bm0EueSRH0JH55TBrHDVQzQPnJK9AV%26like%3D1&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980404951%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=arHQ3KYqylS482ofk4l5lJzYVIGd51azLK1uLxmDljE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3Df9d58073%26token%3DPCLoJgyq0LxeeQM957x2kAMggpV3Ltqy2EszFgWCp21xpnrZN%252FdlpOgYagRc5qun97flGUEvzsd6bgALDnJHzeC6NuikA0b3va%252Bm0EueSRH0JH55TBrHDVQzQPnJK9AV%26like%3D2&data=05%7C02%7Cdsamuels%40aha.org%7Cf8e0e86d964d461fa05008dd2687702c%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638709086980417884%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ugRwYyZFNT1K2zWOsW%2B2hC%2Fn629GLim0m9umniXLEOc%3D&reserved=0


 
TLP:WHITE Subject to standard copyright rules, TLP:WHITE 

information may be distributed without restriction. 
 

 
Share Threat Intel  

For guidance on sharing indicators with Health-ISAC via HTIP, 
please visit the Knowledge Base article "HTIP - Share Threat Intel" 
here. 

 
The "Share Threat Intel" feature allows for attributed or anonymous 
sharing across ISACs and other cybersecurity-related entities. 
 

 
Access the Health-ISAC Threat Intelligence Portal  
Enhance your personalized information-sharing community with 

improved threat visibility, alert notifications, and incident sharing in a 
trusted environment delivered to you via email and mobile apps. 
Contact membership@h-isac.org for access to Health-ISAC Threat 

Intelligence Portal (HTIP).  
 

 
For Questions or Comments  

Please email us at toc@h-isac.org 
   

 

Download Health-ISAC’s Information Sharing App.  
 

    

    

 

 

  
For more updates and alerts, visit: https://health-isac.cyware.com/webapp/  
 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  
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