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On December 18, 2024, FortiGuard Labs published a security 
advisory disclosing a vulnerability in FortiWLM, a wireless device 
management application by Fortinet. The flaw, tracked as CVE-2023-

34990, has a CVSS score of 9.6, indicating its critical nature. 
 

This vulnerability is a relative path traversal issue, which could allow 

remote, unauthenticated threat actors to access sensitive files. 
According to the National Vulnerability Database (NVD), the flaw also 
enables attackers to execute unauthorized code through specially 

crafted web requests. The NVD assigned a CVSS score of 9.8 to this 
vulnerability, which is higher than the score given by Fortinet. 
 

The severity of this flaw lies in the potential for threat actors to gain 
access to sensitive files, such as verbose log files containing 
administrator session ID tokens. With these tokens, attackers could 
hijack sessions and gain entry to authenticated endpoints. Affected 

versions include 8.6.0 to 8.6.5 and 8.5.0 to 8.5.4, with fixes available 
in versions 8.6.6 and 8.5.5. 
 

Health-ISAC advises urgent patching of this vulnerability if it has not 
already been addressed, as state-linked and financially motivated 
threat actors frequently target Fortinet's flaws. 
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Recommendations: 

• Apply available patches for vulnerable Fortinet devices. 

• Ensure all of the devices are patched in a timely manner. 
• Enforce network segmentation and strict network access 

control policies. 

• Continuously monitor for suspicious activities. 
• Have an incident response plan ready to limit operational 

disruptions in the event of a successful attack. 

• Review the Health Industry Cybersecurity Practices (HICP): 
Managing Threats and Protecting Patients resources. 

  
 

  

 

  
Reference(s)  
 

HHS, Fortinet, Security Week, socradar, 
NIST-CSF  
 

  

 

  

 

  

Sources  
[FortiWLM] Unauthenticated Limited File Read Vulnerability 

Fortinet Patches Critical FortiWLM Vulnerability 
Critical Path Traversal in FortiWLM (CVE-2023-34990) Permits Code 
Execution 

National Vulnerability Database 
 

Release Date  

Dec 27, 2024 (UTC) 
 

  

Alert ID a3c54206  
 

 

 

    

 

 

  
  

View Alert 
Share Feedback 

was this helpful?  |   

  
Tags CVE-2023-34990, Fortinet FortiWLM 
 

 

TLP:WHITE Subject to standard copyright rules, TLP:WHITE 
information may be distributed without restriction. 
 

 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2F405d.hhs.gov%2FDocuments%2FHICP-Main-508.pdf&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982864978835%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=g%2FGQfROCJZ6PioRllWzf53j2uAhKeZY4ZA4EJdI8REc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2F405d.hhs.gov%2FDocuments%2FHICP-Main-508.pdf&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982864991397%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=KZ007i2%2B5zqPyfYdF5o8XwCyskZrYvmXQaWCAmAP2DA%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ffortiguard.fortinet.com%2Fpsirt%2FFG-IR-23-144&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865004092%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Q4%2F038oX5O5mE96NUObRT%2B7jsuXSz8Gu7KBAov%2F0SHQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.securityweek.com%2Ffortinet-patches-critical-fortiwlm-vulnerability%2F&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865016681%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=vwJldZfAJA0vE3achTXf3ZCLuCH0NqzNFAULE5XO70E%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsocradar.io%2Fpath-traversal-in-fortiwlm-next-js-auth-bypass%2F&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865029262%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=sc8bNH4jvPDQMoUtV97L4q%2B2G4%2Brz0VZubHHsLldySU%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnvd.nist.gov%2Fvuln%2Fdetail%2FCVE-2023-34990&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865043014%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=2NNbtXkTgESgJuZ7HlxLF2Y7GYyvqDLKUnKnUWGTzVc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ffortiguard.fortinet.com%2Fpsirt%2FFG-IR-23-144&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865055456%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2BmpG3B6jS8pTFrlwJBH55TFMqwwz4FI2FwtHOWhgZ6o%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.securityweek.com%2Ffortinet-patches-critical-fortiwlm-vulnerability%2F&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865068130%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=xrvS%2FdaQ4cAxVMWjP0vNydIcc9b%2B0UdpmxRdQJ50RjY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsocradar.io%2Fpath-traversal-in-fortiwlm-next-js-auth-bypass%2F&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865080547%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ZnK7aIVKbQPOcRCUjWEMdouStpdd8DTdyn2qCL2IyNs%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsocradar.io%2Fpath-traversal-in-fortiwlm-next-js-auth-bypass%2F&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865080547%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ZnK7aIVKbQPOcRCUjWEMdouStpdd8DTdyn2qCL2IyNs%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnvd.nist.gov%2Fvuln%2Fdetail%2FCVE-2023-34990&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865093217%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=N2N%2ByzUXVgI7wAMv48o4yd0Vw59aQt2Dujf%2F2%2F%2Fh%2Fm0%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2Fa3c54206&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865105859%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=tVoQGXkjSNk2bw4FobBtjOjvxENPetUf5oMlVnWTjNI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3Da3c54206%26token%3DqvtdFxWpzjaKzkAS81oOvui%252BZV%252F3YL7WrHwv57vupfx7yJDf4lS214HIm2vGO4pH4vH1H%252BtNCqr%252FblwKbn6bCZJBub9ucdTZB6fYIpJg3Suwj8UM0RmbMu5%252FKVrFWNYR%26like%3D1&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865118705%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Z0VOZPSQrCADsXy36R%2F%2FIsSM2btaFAZ5BJiI7d7jgSQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3Da3c54206%26token%3DqvtdFxWpzjaKzkAS81oOvui%252BZV%252F3YL7WrHwv57vupfx7yJDf4lS214HIm2vGO4pH4vH1H%252BtNCqr%252FblwKbn6bCZJBub9ucdTZB6fYIpJg3Suwj8UM0RmbMu5%252FKVrFWNYR%26like%3D2&data=05%7C02%7Cdsamuels%40aha.org%7Ceb5e3eda9ef74d19fba708dd266f8378%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638708982865131577%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=O%2F%2Bbg%2BdCXj2GKfqf2VL2DujS1MYX7SQidGn%2F12c3L5E%3D&reserved=0


Access the Health-ISAC Threat Intelligence Portal  
Enhance your personalized information-sharing community with 

improved threat visibility, alert notifications, and incident sharing in a 
trusted environment delivered to you via email and mobile apps. 
Contact membership@h-isac.org for access to Health-ISAC Threat 

Intelligence Portal (HTIP).  
 

 
For Questions or Comments  

Please email us at toc@h-isac.org 
   

 

Download Health-ISAC’s Information Sharing App.  
 

    

    

 

 

  
For more updates and alerts, visit: https://health-isac.cyware.com/webapp/  
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please contact us at toc@h-isac.org.  
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