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Recent reporting indicates that threat actors are exploiting patched 

vulnerabilities in SimpleHelp Remote Monitoring and Management 
(RMM) software to gain unauthorized access to private networks. These 
vulnerabilities tracked as CVE-2024-57726, CVE-2024-57727, and CVE-

2024-57728, were discovered by Horizon3 researchers in late December 
2024 and disclosed to SimpleHelp on January 6, prompting the company 
to release patches. The flaws were publicly disclosed after the patches 

were released on January 13, 2025. 
 
This campaign highlights the importance of patch management, as threat 

actors use exploits within a week of public disclosure.  
 

The vulnerabilities identified in SimpleHelp RMM could allow attackers to 

manipulate files and escalate privileges to administrative. A threat actor 
could chain these vulnerabilities in an attack to gain administrative 
access to the vulnerable server and then use that access to compromise 

the device running vulnerable SimpleHelp client software.  
  
On January 22, approximately a week after the vulnerabilities were 

disclosed, the cybersecurity firm ArcticWolf identified a malicious 
campaign running on vulnerable SimpleHelp servers. 
  

The attack methodology involves the SimpleHelp 'Remote Access[.]exe' 
process, which was found running on compromised devices, indicating 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Farcticwolf.com%2Fresources%2Fblog-uk%2Farctic-wolf-observes-campaign-exploiting-simplehelp-rmm-software-initial-access%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cc7bac21a56dd4088fb7208dd40464a2d%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638737393451804479%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C20000%7C%7C%7C&sdata=AGM76vKQIUIT2jm1nIgFT5eR8PIRtgWsR4VUvqX7Q7Y%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fweb.archive.org%2Fweb%2F20250115064333%2Fhttps%3A%2Fwww.horizon3.ai%2Fattack-research%2Fdisclosures%2Fcritical-vulnerabilities-in-simplehelp-remote-support-software%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cc7bac21a56dd4088fb7208dd40464a2d%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638737393454789654%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C20000%7C%7C%7C&sdata=MytLi0TiEcKhSEUgx0%2Bl5WGpd3Te%2B3fjLoY5bQWatfg%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Farcticwolf.com%2Fresources%2Fblog-uk%2Farctic-wolf-observes-campaign-exploiting-simplehelp-rmm-software-initial-access%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cc7bac21a56dd4088fb7208dd40464a2d%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638737393454804106%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C20000%7C%7C%7C&sdata=1rzrJkQYCY0RH4vz4hLL1rGhKAqMLOGYOtNpCdqhkso%3D&reserved=0


prior installation for remote support. The initial compromise was detected 
when the SimpleHelp client communicated with an unauthorized server, 

potentially by exploiting the vulnerabilities or using stolen credentials. 
Attackers executed commands to gather system intelligence, a precursor 
to privilege escalation and lateral movement. However, the malicious 

session was terminated before further actions could be observed. 
  
While it is not confirmed that the attacks are exploiting these specific 

vulnerabilities, the timing and nature of the attacks suggest a strong 
likelihood that the attackers utilized these particular flaws. 
  

Shadowserver Foundation has reported 580 vulnerable instances of 
SimpleHelp exposed online, most of which are located in the United 
States. 

  
Recommendations: 

• Immediate Software Update: Users of SimpleHelp RMM software 

should upgrade to the latest versions (5.5.8, 5.4.10, or 5.3.9) that 
address the identified vulnerabilities. Detailed instructions for 
applying these updates are available in SimpleHelp's security 
bulletin. 

• Uninstall Unused Clients: If SimpleHelp clients were previously 
installed for remote support but are no longer in use, it is 
recommended that they be uninstalled to reduce the attack 

surface. 
• Monitor Network Activity: Organizations should monitor network 

traffic for unauthorized communications between SimpleHelp 

clients and servers, which may indicate a compromise. 
• Credential Security: Ensure that credentials used for SimpleHelp 

are secure and have not been compromised. Consider 

implementing multi-factor authentication for additional security. 
• Regular Security Audits: Conduct regular security audits and 

vulnerability assessments to identify and mitigate potential risks 

associated with remote management tools. 
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