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THREAT BULLETINS

Palo Alto PAN-OS Firewall Flaw CVE-2025-0111
Used in Exploit Chaining Attacks

(1) TLP:WHITE Feb 21, 2025

Palo Alto recently disclosed that PAN-OS firewalls vulnerable to
CVE-2025-0111 are being used in exploit chain attacks.

In these attacks, CVE-2025-0111 is chained with CVE-2025-0108
and CVE-2024-9474, for which Palo Alto released patches in
February 2025 and November 2024, respectively.

Despite fixes also being released for CVE-2025-0111 in February
2025, Palo Alto updated a previously distributed advisory after
observing threat actors chaining it with CVE-2025-0108 and CVE-
2024-9474 in exploit attempts on unpatched and unsecured PAN-OS
web management interfaces.

Successful exploitation of CVE-2025-0111 allows unauthenticated
threat actors with network access to the management web interface
to read files on the PAN-OS filesystem that are readable by the
“nobody” user. Health-ISAC previously released an alert in which
threat actors were chaining CVE-2025-0108 and CVE-2024-9474 to
exploit vulnerable PAN-OS firewalls.

CVE-2025-0108 is a PAN-OS flaw that allows unauthenticated
attackers with network access to bypass authentication, potentially
compromising the system's integrity and confidentiality. When
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chained with other flaws, it could also lead to remote code execution.
The flaw has a CVSS score of 7.8. Health-ISAC previously distributed
a Vulnerability Bulletin alerting members about the flaw's existence.

Conversely, CVE-2024-9474 is a privilege escalation flaw in PAN-OS
that allows a PAN-OS administrator to execute commands on
firewalls with root privileges.

This alert is being shared to raise awareness of exploit-chaining
attempts targeting vulnerable PAN-OS firewalls. It is a call to action to
ensure patches are being applied as threat actors continue to
discover ways to circumvent fixes provided by Palo Alto.

Recommendations:

e Apply available patches for vulnerable Palo Alto PAN-OS
devices.

o Enforce network segmentation and strict network access
control policies.

o Implement multi-factor authentication for accounts across the
organization.

e Continuously monitor for suspicious activities.

e Have an incident response plan ready to limit operational
disruptions in the event of a successful attack.

« Reviewing the Health Industry Cybersecurity Practices (HICP):
Managing Threats and Protecting Patients Resources.
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