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On March 5, 2025, Microsoft released a report identifying the Silk 
Typhoon’s evolving tactics. Silk Typhoon, also known as Hafnium, is 
a sophisticated Chinese state-sponsored threat actor known for its 

extensive espionage activities. The group is known for the 
exploitation of zero-day vulnerabilities in edge devices, targeting a 
wide array of sectors globally, such as Information Technology (IT), 

health, education, and government. Recently, the group shifted to 
target IT solutions like remote management tools and cloud 
applications to gain initial access, causing supply chain disruptions.  
 

Silk Typhoon is seen as a significant threat to critical infrastructure, 
particularly through their focus on supply chain attacks. This method 

allows them to compromise multiple targets by infiltrating a single 
point of entry within the supply chain. Their persistent use of zero-day 
vulnerabilities indicates high sophistication and access to advanced 

resources. The transition from on-premises to cloud environments 
suggests an adaptation to modern IT architectures, increasing the 
potential impact of their operations. 

 
The group compromises supply chains by stealing API keys from 
cloud app providers, which allows them access to downstream 

customer environments. The group has also been using password 
spray attacks and leveraging leaked password repositories published 
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on GitHub to gain access to corporate accounts. Most recently, in 
January 2025, the threat actor leveraged the Ivanti Pulse Connect 

VPN flaw tracked as CVE-2025-0282. The various compromise 
techniques demonstrate the group's diverse skills and tools, 
emphasizing its threat. 

 
This report is shared for your situational awareness, as health is an 
affected sector. Health-ISAC advises familiarizing yourself with the 

threat actor’s Tactics, Techniques, and Procedures (TTPs) and 
applying the recommendations from the following section. 
 

Recommendations: 
  
Health-ISAC provides this information to prevent your security 

apparatus's successful exploitation and disruption. For more 
information, see Health Industry Cybersecurity Practices (HICP): 
Managing Threats and Protecting Patients. 

 

• Ensure all public-facing devices are regularly patched. 
• Establish strong controls for identities and review privileges for 

all users and applications. 

• Build strong credential practices, apply the principle of least 
privilege, and limit credential exposure when possible. 

• Limit access controls and use multi-factor authentication 

(MFA). 
• Segment networks and continuously monitor for signs of 

suspicious activity. 

• Ensure sensitive data is stored securely. 
• Ensure that an Incident Response and Business Continuity 

Plan is in place to minimize operation disruption in case of a 

cyberattack. 
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