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VULNERABILITY BULLETINS

Critical Authorization Bypass Vulnerability
Announced For Next.js Middleware (CVE-2025-
29927)

(1) TLP:WHITE Mar 26, 2025

On March 23, 2025, a critical vulnerability in Next.js middleware was
disclosed and tracked as CVE-2025-29927. The vulnerability has a
critical CVSS score of 9.1 and allows attackers to bypass
authorization checks by adding a specially crafted request header to
HTTP requests.

The vulnerability affects the following versions of Next.js:

e 11.1.4through 13.5.6
e 14.x before 14.2.25
e 15.x before 15.2.3.

This flaw allows attackers to bypass middleware authorization checks
under specific conditions, potentially exposing sensitive resources
such as admin pages or other high-privilege areas.

Given the health sector's reliance on web applications for patient
portals, administrative dashboards, and other critical services, this
vulnerability poses a significant potential risk.
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Health-ISAC has identified several member organizations with
environments that leverage Next.js. Targeted Alerts have been
delivered to those organizations where visibility into Next.js usage
was evident. The Targeted Alerts are based on the presence of
Next.js rather than the presence of an impacted version.

Health-ISAC does not have visibility into the version of Next.js
detected and is providing alerts out of an abundance of caution to
ensure appropriate actions are taken. Your team will need to
determine which version is currently in use.

Analysis:

Next.js usage is prevalent in many health sector environments. CVE-
2025-29927 represents a critical threat to organizations in the health
sector, particularly those relying on Next.js for web applications.

Immediate action is required to patch vulnerable systems, implement
temporary mitigations, and strengthen overall security posture.

Failure to address this vulnerability could result in unauthorized
access to sensitive data, operational disruptions, and regulatory non-
compliance.

Recommendations:

If patching to a safe version is infeasible, it is recommended that you
prevent external user requests that contain the x-middleware-
subrequest header from reaching your Next.js application. This
vulnerability is fixed in versions 14.2.25 and 15.2.3.

ProjectDiscovery has provided a detailed analysis and a workaround
for the authorization bypass vulnerability.

Health-ISAC provides this information to prevent your security
apparatus's successful exploitation and disruption. For more
information, see Health Industry Cybersecurity Practices (HICP):
Managing Threats and Protecting Patients.
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Access the Health-ISAC Threat Intelligence Portal
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