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A critical vulnerability, tracked as CVE-2025-2825, affecting 

CrushFTP is actively being exploited following the release of proof-of-
concept exploit code. 
 

 
 

The vulnerability is an authentication bypass flaw that allows remote 

threat actors to gain unauthenticated access to infrastructure running 
unpatched CrushFTP v10 or v11 software exposed on the Internet 
over HTTP(S).  

 
According to the monitoring platform Shadowserver, targeted 
exploitation attempts against CrushFTP were observed 

approximately a week after the vulnerability was disclosed.  
 
The discovery by Shadowserver, in which over 1,500 flawed 

instances were exposed online, highlights the speed at which threat 
actors begin attempted exploitation attacks against vulnerable 
products or services. This is evident in how quickly the vulnerability 

was targeted after a write-up containing technical details about CVE-
2025-2825 and proof-of-concept exploit code was released. 
 

Health-ISAC provides this information for situational awareness and 
encourages users to upgrade affected CrushFTP versions 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprojectdiscovery.io%2Fblog%2Fcrushftp-authentication-bypass&data=05%7C02%7Cdsamuels%40aha.org%7C97a2df25e0f5434e260008dd714fd533%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638791309945298747%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=MpJdJaaZXOehQ10Wl7NMi53TeArCPS0AD3AlHnF2SfQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.crushftp.com%2Fcrush11wiki%2FWiki.jsp%3Fpage%3DUpdate&data=05%7C02%7Cdsamuels%40aha.org%7C97a2df25e0f5434e260008dd714fd533%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638791309945323190%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=cM1VUGrfNzKjYr%2F1%2B2X1slFgXkENv%2FUkM%2FZl52Zf0hY%3D&reserved=0


immediately, as threat actors have exhibited high interest in exploiting 
vulnerable file transfer products. 

 
Recommendations: 

• Apply available patches for vulnerable CrushFTP instances. 

• Enable  DMZ (demilitarized zone) perimeter network option if 
updating is not feasible 

• Review the Health Industry Cybersecurity Practices (HICP): 

Managing Threats and Protecting Patients Resources. 
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Access the Health-ISAC Threat Intelligence Portal  
Enhance your personalized information-sharing community with 
improved threat visibility, alert notifications, and incident sharing in a 

trusted environment delivered to you via email and mobile apps. 
Contact membership@h-isac.org for access to Health-ISAC Threat 
Intelligence Portal (HTIP).  
 

 
For Questions or Comments  
Please email us at toc@h-isac.org 
   

 

 

Download Health-ISAC’s Information Sharing App.  
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For more updates and alerts, visit: https://health-isac.cyware.com/webapp/  
 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  
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