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Monthly Geopolitical Deep Dive: May 2025

This report, published once a month, is an in-depth analysis of a
geopolitical trend whose cascading consequences adversely impact
the healthcare sector. This report is a joint endeavor between RANE
and Health-ISAC. The guidance and insight within are designed to
help members navigate particularly complex geopolitical
developments with healthcare-specific analysis and mitigation
strategies.

The topic covered in this report is: The Brazilian Critical
Infrastructure Threat Landscape and Implications for Healthcare
Organizations

Key Takeaways:

o Fragmented care between rural and urban clinical
environments has led to heightened risks of violence toward
health sector employees. Brazilian centralized healthcare



access requires large data stores, which threat actors have
often targeted.

Nation-state actors and financially-motivated criminals pose
espionage, data breach and extortion risks: Brazilian critical
infrastructure organizations face a broad array of cyber
threats, including sophisticated foreign state-sponsored
threats, as well as growing nonstate cybercriminal (and
hacktivist) campaigns, which elevate a range of monetary and
operational risks, including for healthcare entities.

Petty criminals and organized criminal groups occasionally
threaten critical services: Copper cable thefts are pervasive
and sporadically result in blackouts or disruption to traffic light
systems, while organized criminal groups damage or prevent
maintenance of water stations and telecommunication
antennas in low-income areas they control, posing operational
risks to healthcare service providers in these regions.

Protest activity and labor action will likely pick up ahead of
2026 elections: Brazil's polarized political and social
environments will fuel recurring protests and strikes over the
coming 18 months, opening the door to sporadic violent and/or
disruptive incidents.

Terrorism risks will remain low, although isolated plots will
persist: While Brazil has not recorded terrorist incidents in
recent decades, police have thwarted multiple plots in recent
years, highlighting underlying risks of religiously- or politically-
motivated attacks.

Increasingly frequent extreme weather events threaten to
disrupt transportation and utilities: Intense droughts have
become more frequent and will threaten hydroelectric power
generation and water transportation, while heavy rains will
result in flash floods and landslides, causing significant
damage to urban and road infrastructure.

The Health-ISAC & Rane Deep Dive report has been posted to the
Monthly Deep Dive Folder in the Cyware Doc Library here.

It is also attached to this distribution for your convenience.

Please treat the attached document as TLP:WHITE.

A Portuguese version of this report is available for download here.
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For Questions and/or Comments
Please email us at contact@h-isac.org

Share Threat Intel

For guidance on sharing indicators with Health-ISAC via HTIP,
please visit the Knowledge Base article "HTIP - Share Threat Intel"
here.

The "Share Threat Intel" feature allows for attributed or anonymous
sharing across ISACs and other cybersecurity-related entities.

Access the Health-ISAC Threat Intelligence Portal

Enhance your personalized information-sharing community with
improved threat visibility, alert notifications, and incident sharing in a
trusted environment delivered to you via email and mobile apps.
Contact membership@h-isac.org for access to Health-ISAC Threat
Intelligence Portal (HTIP).

Download Health-ISAC’s Information Sharing App. |E]

For more updates and alerts, visit: https://health-isac.cyware.com/webapp/

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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