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A Critical FortiSIEM Flaw Was Disclosed with
Exploit Code Available (CVE-2025-25256)

() TLP:WHITE Aug 13, 2025

On August 12, 2025, FortiGuard Labs issued an advisory on a critical
FortiSIEM flaw, tracked as CVE-2025-25256. According to the
advisory, a practical exploit code is available in the wild.

The flaw exists due to improper neutralization of special elements
used in an OS command in FortiSIEM devices. In the event of
successful exploitation, the flaw could allow threat actors to execute
unauthorized code via crafted CLI requests. The flaw has a CVSS
score of 9.8, highlighting its criticality.

Affected FortiSIEM versions are as follows:

FortiSIEM 7.3: Versions 7.3.0 — 7.3.1
FortiSIEM 7.2: Versions 7.2.0 - 7.2.5
FortiSIEM 7.1: Versions 7.1.0 - 7.1.7
FortiSIEM 7.0: Versions 7.0.0 —7.0.3
FortiSIEM 6.7: Versions 6.7.0 —6.7.9
All versions of 6.6, 6.5, 6.4, 6.3, 6.2, 6.1, and 5.4


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.fortiguard.com%2Fpsirt%2FFG-IR-25-152&data=05%7C02%7Cdsamuels%40aha.org%7C261d48844a4c4106cd0508ddda49a7f8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638906732098254651%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=MfM0mn3ZKHN%2Fha2s2eR9W1eQpkkicvfLJE%2FG13WNnKo%3D&reserved=0

Patches are available for vulnerable versions, and immediate
patching is strongly recommended since the existence of exploit code
increases the likelihood of attacks.

For organizations that are currently unable to apply patches, a
temporary workaround is to limit access to the phMonitor port (7900).

Recommendations:

Health-ISAC recommends organizations review and assess their
level of risk to this vulnerability and take the necessary actions to
ensure risk mitigations are implemented, including:

o Patch all vulnerable FortiSIEM devices.

« If patching is not possible, limit access to the phMonitor port
(7900) as a temporary workaround.

¢ Review the Health Industry Cybersecurity Practices (HICP):
Managing Threats and Protecting Patient Resources.

Reference(s) securityonline, hhs, fortiguard
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For more updates and alerts, visit: https://health-isac.cyware.com/webapp/
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https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2F29bd1577&data=05%7C02%7Cdsamuels%40aha.org%7C261d48844a4c4106cd0508ddda49a7f8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638906732098349063%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4f1c14K%2F38yj1ek9B2cTvARgFiEbRtr%2F7b%2Bp5mcPhtc%3D&reserved=0
mailto:toc@h-isac.org
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2F&data=05%7C02%7Cdsamuels%40aha.org%7C261d48844a4c4106cd0508ddda49a7f8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638906732098417868%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=mFC85nGfUliK4KpM%2F%2F8hzJigtp9vdhdFkUiHYcs9Ykg%3D&reserved=0
mailto:toc@h-isac.org
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcyware.com%2F&data=05%7C02%7Cdsamuels%40aha.org%7C261d48844a4c4106cd0508ddda49a7f8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638906732098431310%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Xg6mvVEhshXPiOGm518uqKG0OrsWWPYHbc1FsDEcFYk%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3D29bd1577%26token%3D8kJ1x%252BRWPrK%252BpMgsBMnGwFoC09PinNedI7cPIlzKj5kaOIMXxebOZTVjboZCqy0fT%252FDTTakalMUIG3yG7IUYWkrTryB4FXW2yR2IE7tY9icGQMg2BBeRwYc6UqfACGg1%26like%3D1&data=05%7C02%7Cdsamuels%40aha.org%7C261d48844a4c4106cd0508ddda49a7f8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638906732098362999%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=q%2F3frqeUPdq1671Hf4cl3I%2FosgDrgbb1w3qV%2BbjhwDY%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3D29bd1577%26token%3D8kJ1x%252BRWPrK%252BpMgsBMnGwFoC09PinNedI7cPIlzKj5kaOIMXxebOZTVjboZCqy0fT%252FDTTakalMUIG3yG7IUYWkrTryB4FXW2yR2IE7tY9icGQMg2BBeRwYc6UqfACGg1%26like%3D2&data=05%7C02%7Cdsamuels%40aha.org%7C261d48844a4c4106cd0508ddda49a7f8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638906732098376532%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=RVMnb5wngSwScOByCo58pSsGGy19Igvens%2BSp85mDVM%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fitunes.apple.com%2Fin%2Fapp%2Fcyware-pro-for-organizations%2Fid1193942672%3Fmt%3D8&data=05%7C02%7Cdsamuels%40aha.org%7C261d48844a4c4106cd0508ddda49a7f8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638906732098390550%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=CGJXC8C1oinigZRrOTPJaiJu1RcksfR2v29fgFvXhBI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fplay.google.com%2Fstore%2Fapps%2Fdetails%3Fid%3Dcom.cyware.enterprise.android%26hl%3Den&data=05%7C02%7Cdsamuels%40aha.org%7C261d48844a4c4106cd0508ddda49a7f8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638906732098404330%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=l9YBme8b4s0BmY7uXUDlLTA5TZaU53xGgli9OVZorTM%3D&reserved=0

