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Health-ISAC’s 2025 Q2 Health Sector Heartbeat provides
observations of ransomware, cybercrime trends, and malicious actor
forum postings that could potentially impact health sector
organizations.

This product is for your situational awareness, and Health-ISAC
recommends that members affiliated with the victim companies or
those potentially affected take appropriate measures to secure critical
infrastructure.

If Health-ISAC becomes aware of an imminent threat to health sector
members, it will communicate the information directly with the
impacted organization.

Health-ISAC will continue to monitor this activity and provide relevant
updates when necessary. If you have any questions or comments,
please contact us at toc@h-isac.org.
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This Alert has 1 attachment(s). To view or download the attachment(s), click
"View Alert" to login to the web portal.
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For Questions and/or Comments

Please email us at contact@h-isac.org

Share Threat Intel

For guidance on sharing indicators with Health-ISAC via HTIP,
please visit the Knowledge Base article "HTIP - Share Threat Intel"
here.

The "Share Threat Intel" feature allows for attributed or anonymous
sharing across ISACs and other cybersecurity-related entities.

Knowledge Base

Check out our Knowledge Base for HITS integration documentation. https://health-
isac.cyware.com/webapp/user/knowledge-base/f4b0c136/

Access the Health-ISAC Threat Intelligence Portal

Enhance your personalized information-sharing community with
improved threat visibility, alert notifications, and incident sharing in a
trusted environment delivered to you via email and mobile apps.


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2F6f69dbc0&data=05%7C02%7Cdsamuels%40aha.org%7Cd690e4704e8049d5c47908ddd3684763%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638899167554968811%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2BXlJoPDTo6rex7V7HaUAYlWMXsNjZdlXBq0ofFlyR3U%3D&reserved=0
mailto:contact@h-isac.org
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fknowledge-base%2F22d87ff7&data=05%7C02%7Cdsamuels%40aha.org%7Cd690e4704e8049d5c47908ddd3684763%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638899167555012425%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=kOGHa4h7hs1jfder6EwZ7a6KxBmI%2F5I1xtm9KVtVCvE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fknowledge-base%2Ff4b0c136%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cd690e4704e8049d5c47908ddd3684763%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638899167555026435%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Vkxn%2Fw7diM8PlILHTyUDSfF5DUyM0HSET0d7p6y2ia8%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fknowledge-base%2Ff4b0c136%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cd690e4704e8049d5c47908ddd3684763%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638899167555026435%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Vkxn%2Fw7diM8PlILHTyUDSfF5DUyM0HSET0d7p6y2ia8%3D&reserved=0

Contact membership@h-isac.org for access to Health-ISAC Threat
Intelligence Portal (HTIP).

Download Health-ISAC’s Information Sharing App. |@

For more updates and alerts, visit: https://health-isac.cyware.com/webapp/

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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