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VULNERABILITY BULLETINS

Active Exploitation of Gladinet CentreStack and
TrioFox Products (CVE-2025-11371)

(1) TLP:WHITE Oct 10, 2025

On October 9, 2025, Huntress disclosed the observance of active, in-
the-wild exploitation of CVE-2025-11371, an unauthenticated local
file inclusion (LFI) vulnerability impacting Gladinet CentreStack and
TrioFox products. The cybersecurity company has confirmed that
three of its customers have been affected so far.

This flaw is currently a zero-day with no official vendor patch, but a
strong mitigation is available that organizations should implement
immediately. Exploiting this vulnerability allows attackers to retrieve
configuration keys, which they then use to achieve remote code
execution (RCE) and compromise the server.

Health-ISAC is sharing this to increase situational awareness and
encourage organizations to assess their level of risk to the
vulnerability and exploitation activity.

Gladinet CentreStack and TrioFox are enterprise solutions designed
to modernize file access and sharing, enabling remote teams to
securely access files without relying on complex VPNs. CentreStack
is typically aimed at Managed Service Providers (MSPs) and small
businesses, often offering multi-tenant or cloud-based deployment.
TrioFox, conversely, is tailored for large enterprises, providing a
secure gateway for on-premises file servers, allowing users to access
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files via HTTPS streaming while retaining data control. Due to their
role as essential file access and remote work infrastructure, the
compromise of these platforms poses a severe risk.

The vulnerability, tracked as CVE-2025-11371, is an unauthenticated
local file inclusion (LFI) flaw found in the default installation and
configuration of both CentreStack and TrioFox. This bug allows an
attacker to manipulate file paths in requests to the device, forcing the
application to read and disclose sensitive system files that it should
not expose. This vulnerability impacts all versions of the software
prior to and including the latest available version, 16.7.10368.56560.

Exploiting this security flaw is a critical step in a two-stage attack
chain. Threat actors use CVE-2025-11371 to retrieve the sensitive
machineKey value from the application's Web.config file. Once the
attacker possesses this key, they can then leverage a previously
addressed but now-re-weaponized ViewState deserialization
vulnerability (CVE-2025-30406). By forging a malicious ViewState
payload signed with the stolen key, the attacker bypasses security
checks and achieves remote code execution (RCE) on the underlying
infrastructure hosting the Gladinet product.

The security implications of remote code execution attacks on a
CentreStack or TrioFox server have the potential to be immediate
and devastating. Since these platforms manage access to corporate
file shares, a compromise grants the attacker high-level access to the
organization's data. Previous attacks observed by Huntress exploiting
CVE-2025-30406 were launched to deploy malicious executable files,
install remote access tools, and conduct lateral movement across
victim networks.

Recommendations and Mitigations



Health-ISAC recommends organizations review and assess their
level of risk to this vulnerability and implement the following:

e Implementing the temporary workaround by disabling the temp
handler within the Web.config file for UploadDownloadProxy
located at:

o C:\Program Files (x86)\Gladinet Cloud
Enterprise\UploadDownloadProxy\Web.config

e Ensuring that access to the CentreStack/TrioFox management
interface is strictly controlled and not unnecessarily exposed to
the public internet

¢ Reviewing the Health Industry Cybersecurity Practices (HICP):
Managing Threats and Protecting Patients Resources.

Reference(s) thehackernews, hhs, huntress,
helpnetsecurity
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trusted environment delivered to you via email and mobile apps.


https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2F405d.hhs.gov%2FDocuments%2FHICP-Main-508.pdf&data=05%7C02%7Cdsamuels%40aha.org%7Cfa3760a808ca42afd67b08de08298fa8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638957171799032188%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=JeTZyksmYkdbWJ%2F5ceAC3JQBaZxfbdeDTywArHzpNtE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fthehackernews.com%2F2025%2F10%2Ffrom-lfi-to-rce-active-exploitation.html&data=05%7C02%7Cdsamuels%40aha.org%7Cfa3760a808ca42afd67b08de08298fa8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638957171799045810%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=FXXFa7GEL57RUVlZqf%2Bwj1WNFkFcpHMQpeN8ebh%2B9NA%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2F405d.hhs.gov%2FDocuments%2FHICP-Main-508.pdf&data=05%7C02%7Cdsamuels%40aha.org%7Cfa3760a808ca42afd67b08de08298fa8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638957171799058794%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Qi7rwTwuUIAuTsmcKxy7vF1czLrlf3cZ9OWldIG8teE%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.huntress.com%2Fblog%2Fgladinet-centrestack-triofox-local-file-inclusion-flaw&data=05%7C02%7Cdsamuels%40aha.org%7Cfa3760a808ca42afd67b08de08298fa8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638957171799071449%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Y5JFiT6WX%2Fw8Df8JGe5KtHR4S7Q%2BY9vttsxoTf4sU78%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.helpnetsecurity.com%2F2025%2F10%2F10%2Fgladinet-centrestack-vulnerability-exploited-cve-2025-11371%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cfa3760a808ca42afd67b08de08298fa8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638957171799083988%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=RncBABw3hfM4mcrMY1g9EuUl1xLu6dCmwBwLuRQcsHg%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2F78f8be90&data=05%7C02%7Cdsamuels%40aha.org%7Cfa3760a808ca42afd67b08de08298fa8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638957171799097455%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=kyHQImDY%2FRrxbBMS5f%2BHVg0G90QhZXaqMfOE4b9nMT0%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3D78f8be90%26token%3DpZJu%252F%252Fa90pXSNEKC%252F05NnKki4fZCNpphO%252BadgWrrL4NskFKuBai1tUmLFFuut3CwXfK0aUkYr60nqIDC4FEluoCBqhf2IBDUiHidd0bA23YV5ImabxLSveSLMhJLQEXb%26like%3D1&data=05%7C02%7Cdsamuels%40aha.org%7Cfa3760a808ca42afd67b08de08298fa8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638957171799110938%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=67imdFFPwKgO5BmyqqAfTYG0eM37smqVTCXwLqu%2BhQw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3D78f8be90%26token%3DpZJu%252F%252Fa90pXSNEKC%252F05NnKki4fZCNpphO%252BadgWrrL4NskFKuBai1tUmLFFuut3CwXfK0aUkYr60nqIDC4FEluoCBqhf2IBDUiHidd0bA23YV5ImabxLSveSLMhJLQEXb%26like%3D2&data=05%7C02%7Cdsamuels%40aha.org%7Cfa3760a808ca42afd67b08de08298fa8%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638957171799124118%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=y8%2BocxqdZ02zpMf%2BP6U%2BmjOzj1znIIaKbMf7GsWPELY%3D&reserved=0

Contact membership@h-isac.org for access to Health-ISAC Threat
Intelligence Portal (HTIP).

For Questions or Comments

Please email us at toc@h-isac.org

Download Health-ISAC’s Information Sharing App. |@ u

For more updates and alerts, visit: https://health-isac.cyware.com/webapp/

If you are not supposed to receive this email,

please contact us at toc@h-isac.org.
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