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A trusted intelligence partner provides this daily ransomware tracker 
at TLP:GREEN to increase awareness of the ransomware threat. 
The body of the email contains victims who have been newly added 
since the last update. 
 
The information provided in the report is pulled from threat actor data 
leak sites ‘as is,’ meaning, it is shared as it has been posted by the 
threat group. They have been known to make mistakes, have typos, 
mis-name victims, or use other language aside from the victim name. 
The report shares the information ‘as is’ and neither the source of the 
report, nor our team, goes to the individual sites to verify the 
information, though it can be (and we sometimes do) cross-
referenced with other reporting sources. Neither the originator of the 
report, nor our team, is in direct discussion w/ the threat actors. There 
are cyber threat intelligence firms that do engage in cybercrime 
forums and can provide additional perspectives of victims and 
ongoing discussions occurring in those forums. 
  
We share the report for recipient awareness. Often times, a victim 
may be a supplier or have another third or fourth party relationship 
with recipients. We hope that recipients look for those relationships 
and then are able to inquire directly as may be appropriate with the 
supposed victim. 
  

 



By the time a victim is identified in the name and shame report, it is 
reasonable to assume they have been contacted by the threat group 
and have either elected not to make payment or that some other 
issue has led the group to disclose the victim publicly. Victims that 
pay do not usually have their data made available publicly. We have 
not seen a significant amount of incidents that were deliberately 
falsely reported by threat groups, though, as noted above, they have 
made mistakes. 
 

This is your 2025-11-20 report for new victims listed on 'name and 
shame' or data leak sites (DLS) as well as new posted/leaked data. 

Akira 

Update: Data Leaked Hydroscand Machine AB, Mechanical or 
Industrial Engineering, Sweden, First seen: 2025-11-20 11:15:06 
UTC 

AJ Jersey Inc., Commercial and Industrial Equipment Rental, United 
States 

EVYTRA GmbH, Appliances, Electrical, and Electronics 
Manufacturing, Germany 

Swift Filters, LLC, Machinery Manufacturing, United States 

Wright Architectural Millwork Corp., Construction, United States 

 

CL0P 

Update: Data Leaked Avail Infrastructure Solutions, Electrical 
Equipment Manufacturing, United States, First seen: 2025-11-19 
12:55:34 UTC 

Update: Data Leaked Garland Independent School 
District, Education Management, United States, First seen: 2025-11-
19 12:55:34 UTC 

Update: Data Leaked Bel Fuse Inc., Appliances, Electrical, and 
Electronics Manufacturing, United States, First seen: 2025-11-19 
12:55:34 UTC 



Update: Data Leaked The Research Foundation for 
SUNY, Education Management, United States, First seen: 2025-11-
19 12:55:34 UTC 

Update: Data Leaked Tulane University, Higher Education, United 
States, First seen: 2025-11-19 12:55:34 UTC 

Update: Data Leaked Life Fitness, LLC, Wellness and Fitness 
Services, United States, First seen: 2025-11-19 12:55:34 UTC 

Update: Data Leaked Elkay Manufacturing 
Co., Manufacturing, United States, First seen: 2025-11-19 12:55:34 
UTC 

Update: Data Leaked Enovis Corp., Hospitals and Health 
Care, United States, First seen: 2025-11-19 12:55:34 UTC 

Update: Data Leaked NCH Corp., Chemical Manufacturing, United 
States, First seen: 2025-11-19 12:55:34 UTC 

Update: Data Leaked Global Life Sciences Solutions USA LLC / 
Cytiva, Biotechnology Research, United States, First seen: 2025-11-
19 12:55:34 UTC 

Aljomaih Automotive Co., Motor Vehicle Manufacturing, Saudi 
Arabia 

Frontrol, Inc., Software Development, United States 

Fruit of the Loom, Inc., Retail Apparel and Fashion, United States 

Oracle Corp., IT Services and IT Consulting, United States 

Humana Inc., Insurance, United States 

Mazda Motor Corp., Motor Vehicle Manufacturing, Japan 

MAS Holdings (Pvt.) Ltd., Apparel and Fashion, Sri Lanka 

Canon Inc., Retail Office Equipment, Japan 

Trane Technologies plc, Industrial Machinery 
Manufacturing, Ireland 



Grupo Bimbo, S.A.B. de C.V., Food and Beverage Services, Mexico 

Bechtel Corp., Construction, United States 

The Estée Lauder Companies Inc., Personal Care Product 
Manufacturing, United States 

Fleet Management Ltd., Transportation, Logistics, Supply Chain and 
Storage, Hong Kong 

Alshaya Group / M. H. Alshaya Co. WLL, Retail, Kuwait 

Mazda Motor of America, Inc. / Mazda North American 
Operations, Motor Vehicle Manufacturing, United States 

Worley Ltd., Professional Services, Australia 

L&L Products, Inc., Chemical Manufacturing, United States 

University of Phoenix, Higher Education, United States 

Treet Corp. Ltd., Manufacturing, Pakistan 

Greater Cleveland Regional Transit Authority, Urban Transit 
Services, United States 

A10 Networks, Inc., Software Development, United States 

Envoy, Inc., Software Development, United States 

Broadcom Inc., Semiconductor Manufacturing, United States 

Dooney & Bourke, Inc., Apparel and Fashion, United States 

Southern Illinois University, Higher Education, United States 

WellBiz Brands, Inc., Health, Wellness and Fitness, United States 

Update: Data Leaked TPI Composites, Inc., Renewable Energy 
Semiconductor Manufacturing, United States, First seen: 2025-11-13 
17:01:22 UTC 



Compagnie Générale des Établissements Michelin SCA, Motor 
Vehicle Manufacturing, France 

Update: Data Leaked Helix Energy Solutions Group Inc., Oil and 
Gas, United States, First seen: 2025-11-13 17:01:22 UTC 

Sumitomo Chemical Brasil Indústria Química S.A., Chemical 
Manufacturing, Brazil 

Update: Data Leaked Integra Lifesciences Holdings Corp., Medical 
Equipment Manufacturing, United States, First seen: 2025-11-13 
17:01:22 UTC 

Greenball Corp., Wholesale, United States 

Update: Data Leaked SATO Corp., Machinery 
Manufacturing, Japan, First seen: 2025-11-13 17:12:40 UTC 

Update: Data Leaked National Pen Co., LLC, Advertising 
Services, United States, First seen: 2025-11-13 17:30:12 UTC 

Update: Data Leaked Entrust Corp., Software Development, United 
States, First seen: 2025-11-13 17:34:09 UTC 

 

Coinbase Cartel 

Kewaunee Scientific Corp., Furniture, United States 

SAExploration Holdings, Inc., Oil and Gas, United States 

Cigam Software Corporativo S.A. / CIGAM Software Corporativo 
Ltda., IT Services and IT Consulting, Brazil 

 

 

INC Ransom 



Update: Data Leaked National Fire Fighting Manufacturing FZCO / 
NAFFCO, Public Safety, United Arab Emirates, First seen: 2025-11-
20 01:41:20 UTC 

 

Lynx 

The Classic Center, Events Services, United States 

 

 

Morpheus 

TeamGlobal, Staffing and Recruiting, United States 

 

 

NightSpire 

Update: Data Leaked BR Group S.A., Food and Beverage 
Manufacturing, Colombia, First seen: 2025-11-03 14:40:39 UTC 

Update: Data Leaked Dayal Metal Containers Factory LLC, 
Packaging and Containers Manufacturing, United Arab 
Emirates, First seen: 2025-11-03 14:40:39 UTC 

 

Payouts King 

P****s 

V****e 

J****e 

 



PLAY 

Highmark Companies LLC, Construction, United States 

N C Machinery Co. / Harnish Group Inc., Machinery 
Manufacturing, United States 

One Source Associates, Inc., Construction, United States 

Artesian Insurance, Insurance, Canada 

Applied Energy Systems, Inc., Semiconductor 
Manufacturing, United States 

Radio Sound, Inc., Appliances, Electrical, and Electronics 
Manufacturing, United States 

 

 

Qilin 

N15 Technology Co., Ltd., Environmental Services, Thailand 

Mae Krating Power Co., Ltd., Utilities, Thailand 

Sakol Energy Public Co. Ltd., Oil and Gas, Thailand 

CIMERTEX – Sociedade de Máquinas e Equipamentos, 
S.A., Machinery Manufacturing, Portugal 

Fayette County, PA, Government Administration, United States 

 

 

RADAR 

Update: Data Leaked Fouad Alghanim & Sons Group of 
Companies Holding WLL, Construction, Kuwait, First seen: 2025-
10-31 14:56:51 UTC 



 

RansomHouse 

Siam Makro Public Company Ltd. / CP Axtra Public Company 
Ltd., Wholesale, Thailand 

 

 

Sarcoma 

Update: Data Leaked Söllner GmbH & Co. KG, Construction, 
Germany, First seen: 2025-11-20 09:31:33 UTC 

 

Sinobi 

Update: Data Leaked Lincoln IT, First seen: 2025-11-17 20:31:18 
UTC 

Update: Data Leaked CapitalPlus Exchange Corp., Financial 
Services, United States, First seen: 2025-11-10 00:22:00 UTC 

Update: Data Leaked Seward County, Kansas, Government 
Administration, United States, First seen: 2025-11-10 00:22:00 UTC 

 

Space Bears 

Update: Data Leaked The Foot Doctor, P.C., Medical 
Practice, United States, First seen: 2025-11-14 05:55:24 UTC 
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https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3D453f7cfe%26token%3D4FmMFcpossVFbMzfbrze6BBIOQY78WPWbOXwvMuLN47CpQ2hq%252B6lxPmbc3i%252BawZpaH8B%252FFmuIo1z6CkcWfTOOvKMQDcHoz3nYtcYy347LJuT4kxDBMdeBel7Ip%252F2X%252FvE%26like%3D2&data=05%7C02%7Cdsamuels%40aha.org%7C8a7cbd19cceb4f00d50008de28b53175%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638992955880740245%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Nt%2F17mKWtDlPiZRr3kxkQttajPYHVkEm0C4E2I2qxuk%3D&reserved=0


  
Tags Ransomware Data Leaks 
 

 
TLP:GREEN TLP:GREEN Limited disclosure, recipients can ONLY 
share this within their TRUST community. Recipients should consider 
the information proprietary and may ONLY share TLP:GREEN 
information with peers and partner organizations within their TRUST 
community, SHARING IS NOT PERMITTED via social media, public 
websites and/or other publicly accessible channels. 
 

 
Access the Health-ISAC Threat Intelligence Portal  

Enhance your personalized information-sharing community with 
improved threat visibility, alert notifications, and incident sharing in a 
trusted environment delivered to you via email and mobile apps. 
Contact membership@h-isac.org for access to Health-ISAC Threat 
Intelligence Portal (HTIP).  
 

 
For Questions or Comments  

Please email us at toc@h-isac.org 
   

 

Download Health-ISAC’s Information Sharing App.  
 

 

 

 

 

    

 

 

  
For more updates and alerts, visit: https://health-isac.cyware.com/webapp/  
 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  
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