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This week, Health-ISAC®'s Hacking Healthcare® examines new AI 
developments within the EU. Specifically, we look at how the 
European Commission intends to push forward AI adoption within the 
health sector as outlined in the new Apply AI Strategy. We then 
explore some of the larger security themes in the analysis portion.     
 
Welcome back to Hacking Healthcare®. 
   
New EU Developments to Increase AI Usage in Healthcare 
  
Efforts to develop AI standards and regulations to facilitate the 
deployment of AI products and services continues apace within the 
EU, and October saw new developments for the health sector.  
  
In early October, the European Commission published their Apply AI 
Strategy.[i] Described as “the EU’s overarching Artificial Intelligence 
(AI) sectoral strategy,” the document “is designed to enhance the 
competitiveness of strategic sectors and strengthen the EU’s 
technological sovereignty” and “aims to boost AI adoption and 
innovation across Europe.”[ii] Importantly, healthcare, 
pharmaceuticals, and medical devices all appear to be covered to 
some degree as described in section 2.1.   
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The Apply AI Strategy is split into three sections: sectoral flagships, 
cross-cutting challenges, and a governance mechanism. Among the 
most interesting of these for the health sector are the flagship 
projects described in some detail within the strategy itself and its 
accompanying annex.[iii], [iv] They include “propos[ing] appropriate 
actions to streamline and enable quicker market entry of medical 
devices without compromising safety” and “establish[ing] a European 
network of AI-powered advanced screening centre[s] to accelerate 
the introduction of innovative tools for prevention and diagnosis 
making in healthcare facilities and bringing healthcare services to 
underserved areas.”[v]  
  
As part of these flagship initiatives, on October 21, the European 
Commission published an article detailing the launch of COMPASS-
AI, a new effort to increase the use of AI in healthcare.[vi] With a 
focus on cancer care and healthcare in remote areas, the intention is 
“to promote the responsible and effective integration of AI into clinical 
settings.”[vii]  
  
Within the broader policy context, the European Commission has 
also stated that efforts under the Apply AI Strategy will complement 
workstreams related to the AI Continent Action Plan that was 
published in April earlier this year and will rely on the AI Act and 
existing medical device regulations to provide a clear framework for 
the safe deployment of AI in healthcare.[viii], [ix], [x] 
  
Action & Analysis 
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Conferences, Webinars, and Summits  

https://h-isac.org/events/  
 

 
Hacking Healthcare  

Hacking Healthcare is co-written by John Banghart and Tim McGiff. 

 

John Banghart has served as a primary advisor on cybersecurity 
incidents and preparedness and led the National Security Councils 
efforts to address significant cybersecurity incidents, including those 
at OPM and the White House. John is currently the Senior Director of 
Cybersecurity Services at Venable. His background includes serving 
as the National Security Councils Director for Federal Cybersecurity, 
as Senior Cybersecurity Advisor for the Centers for Medicare and 
Medicaid Services, as a cybersecurity researcher and policy expert at 
the National Institute of Standards and Technology (NIST), and in the 
Office of the Undersecretary of Commerce for Standards and 
Technology. 

 

Tim McGiff is currently a Cybersecurity Services Program Manager at 
Venable, where he coordinates the Health-ISACs annual Hobby 
Exercise and provides legal and regulatory updates for the Health-
ISACs monthly Threat Briefing. 

  

• John can be reached at jbanghart@h-isac.org and 
jfbanghart@venable.com. 

• Tim can be reached at tmcgiff@venable.com. 

 

 
Access the Health-ISAC Threat Intelligence Portal  

Enhance your personalized information-sharing community with 
improved threat visibility, alert notifications, and incident sharing in a 
trusted environment delivered to you via email and mobile apps. 
Contact membership@h-isac.org for access to Health-ISAC Threat 
Intelligence Portal (HTIP).  
 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fh-isac.org%2Fevents%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cc13277ba96304bd681fe08de1d53e3fb%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C638980443357620968%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=SAw3%2BA3JU4M7m6BLzkg9mgDzjZRzWKJLgxiWoKctTDU%3D&reserved=0
mailto:jbanghart@h-isac.org
mailto:jfbanghart@venable.com
mailto:tmcgiff@venable.com
mailto:membership@h-isac.org


For Questions or Comments  

Please email us at toc@h-isac.org 
   

 

Download Health-ISAC’s Information Sharing App.  
 

 

 

 

 

    

 

 

  
For more updates and alerts, visit: https://health-isac.cyware.com/webapp/  
 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  

 

 

 

  

Powered by Cyware  
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