y

'-5.._*1 Health-ISAC’
2000

\b Collaborating for Resilience in Health

Critical lvanti Xtraction Vulnerability
(CVE-2026-8043)

May 14, 2026 .
View Alert

On May 12, 2026, Ivanti patched a critical vulnerability, CVE-2026-8043 (CVSS score 9.6), in its
Xtraction platform. The flaw allows authenticated remote attackers to bypass directory restrictions,

enabling them to read sensitive internal files or write malicious HTML files to the web directory.

Users are urged to upgrade immediately to prevent data exposure and client-side attacks.

Additional Info

Analysis

On May 12, 2026, Ivanti disclosed a critical vulnerability, tracked as CVE-2026-8043, in its

Xtraction platform, carrying a near-maximum CVSS score of 9.6. This security flaw stems from

improper control of file names (CWE-22 and CWE-73), allowing authenticated remote attackers to

bypass directory restrictions.

The vulnerability poses a dual threat:
e Itenables unauthorized access to sensitive internal system files.

o Itallows attackers to write arbitrary HTML files to web directories.

Therefore, this flaw can transform a trusted server into a malicious host for client-side attacks, posing

a severe risk to organizational data integrity and user safety.
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In the health sector, this vulnerability is particularly hazardous due to the sensitive nature of Protected
Health Information (PHI). Xtraction is often used to aggregate data from various IT and clinical
systems. If compromised, it could allow an attacker to exfiltrate database configurations or internal

logs containing patient identifiers.

Furthermore, the ability to write malicious HTML files enables sophisticated watering hole attacks or
session hijacking against hospital staff. Even though authentication is required, the prevalence of

credential harvesting in healthcare means attackers are likely already in a position to exploit it.

Recommendations

Health-ISAC recommends organizations review and assess their level of risk to this vulnerability and
implement the following:

e Patch Immediately: Prioritize updating all Ivanti Xtraction instances to the latest version. In
healthcare, where systems are interconnected, one unpatched server can serve as an entry
point for lateral movement.

e Enforce Strong MFA: Since the exploit requires remote authentication, enforcing Multi-Factor
Authentication across all administrative accounts significantly reduces the chance of an
attacker gaining the "authenticated" status needed to trigger the flaw.

e Audit File Directories: Use File Integrity Monitoring (FIM) to alert IT staff if any unauthorized
HTML or script files are written to the Xtraction web directories.

e Monitor for Path Traversal: Configure your Web Application Firewall (WAF) or Intrusion
Detection System (IDS) to flag patterns like ../ or ..\ in URL strings, which are common
indicators of an attempted directory bypass.

e Restrict Access: Apply the Principle of Least Privilege by ensuring that only essential
personnel have remote access to the Xtraction platform and restrict that access to internal
networks or secure VPNs.

e Review Logs: Conduct a forensic review of system logs for any unusual file access or
modifications dating back several months to ensure the vulnerability hasn't already been

silently leveraged.
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o Segment the Network: Isolate reporting and analytics platforms like Xtraction from the core
network containing the Electronic Health Records (EHR) to limit the blast radius of a
potential compromise.

e Reviewing the Health Industry Cybersecurity Practices (HICP): Managing Threats and

Protecting Patients Resources.
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Access the Health-ISAC Threat Intelligence Portal

Enhance your personalized information-sharing community with improved threat visibility, alert
notifications, and incident sharing in a trusted environment delivered to you via email and mobile
apps. Contact membership@h-isac.org for access to Health-ISAC Threat Intelligence Portal (HTIP).

For Questions or Comments

Please email us at toc@h-isac.org

Please provide your feedback

[ dY Like ] [ P Dislike]

Download the App
Available on iOS, Android and Web

2 Download on the . Get it on
' App Store Google Play

For more updates and alerts, visit: https://health-isac.cyware.com/webapp/
Health-ISAC is an invite only platform. Please DO NOT forward this email to anyone. If you are not supposed to receive

this email, please report to toc@h-isac.org

You received this message because you are subscribed to the Google Groups "TLP Green - Health-
ISAC Partners" group.

To unsubscribe from this group and stop receiving emails from it, send an email to health-isac-
partners+unsubscribe@h-isac.org.

To view this discussion visit https://groups.google.com/a/h-isac.org/d/msgid/health-isac-
partners/0100019e24a67a55-62d8d9ad-2d3a-40cd-a4e5-3122e5b95899-
000000%40email.amazonses.com.
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